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Viewing Social Problems as Multiagent Systems

Key research challenge across problem areas:

Optimize Our Limited Intervention Resources
when
Interacting with Other Agents
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Optimizing Limited Intervention Resources
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Three Common Themes
Multiagent systems, Data -to-deployment pipeline, Interdisciplinary partnerships
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Three Common Themes
Multiagent systems, Data -to-deployment pipeline, Interdisciplinary partnerships

Field test & deployment: Social impact is a key objective

Lack of data is a norm: Must be part of project strategy
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Three Common Themes
Multiagent systems, Data -to-deployment pipeline, Interdisciplinary partnerships
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Outline: Overview of Past 14 Years of Research

‘Public Safety & Security: Stackelberg Security Games (brief)

Conservation/Wildlife Protection: Green Security Games

Public Health: Influence maximization & social networks

A AAMAS AAAI IJCAI

A Real world evaluation

Artificial Intelligence

and Social Work
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ARMOR Airport Security: LAX(2007)
Game Theory direct use for security resource optimization?

Erroll Southers LAX Airport, Los Angeles
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Game Theory for Security Resource Optimization

New Model: Stackelberg Security Games

[ Adversary ]

Terniinal #1 Terminal #2
Terminal #1 -1, 1
| Defender | Terminal #2 2,-1
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Game Theory for Security Resource Optimization

New Model: Stackelberg Security Games

[ Adversary ]

Terminal #1  Terminal #2

Terminal #1 -

[ Defender | Terminal #2

Date:7/17/2020

12



Game Theory for Security Resource Optimization

New Model: Stackelberg Security Games

Stackelberg : Defender commits to randomized strategy, adversary responds
Security game : Played on targets, payoffs based on calculated losses
Optimization : Not 100% security; increase cost/uncertainty to attackers

[ Adversary ]

Terminal #1  Terminal #2
Terminal #1 4 -3 -1, 1

| Defender | Terminal #2 -5, 5 2,-1
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ARMOR at LAX
Basic Security Game Operation [2007]

Kiekintveld Pita

Target #1 Target #2 Target #3

Defender #1
Defender #2
Defender #3

Mixed Integer Program

\ 4

Pr (Canine patrol, 8 AM @Terminals 2,5,6) = 0.17

Canine Team Schedule, July 28

Term3 Term4 Term5 Term6 Term7 Term 8

Term 2
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Security Game MIP [2007] ' | &
Payoffs Estimated From Previous Research

Kiekintveld Pita
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Target #1 Target #2 Target #3

Defender #1
Defender #2
Defender #3

max g a R. % %30 « Maximize defender
ixjo U J expected utility

[ 4 ]
st. A X =1 « Defender mixed
i } strategy

J

4 )

Adversary response
N\ J

O¢(a - aCx)¢t(d-qg)M « Adversary best

i % response
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ARMOR:
Optimizing Security Resource Allocation [2007]

First application: Computational game theory for operational security

January 2009
wanuary 3  Loaded 9/mm pistol
wanuary 9  16-handguns,

1000 rounds of ammo
wlanuary 10  Two unloaded shotguns
wanuary 12 Loaded 22/cal rifle
wanuary 17 Loaded 9/mm pistol
Aanuary 2%  Unloaded 9/mm pistol
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Massive Scale Security Games ' e
Large Number of Combinations: Guards to Targets

Kiekintveld Jain

1000 targets, 20 guards: 1041 combinations

Attack Attack Attack Attack

1 2 é (0[0]0)
5,-10 4,-8

5,-10 4,-8 é 20,9
5,-10 9.5 é 20,9
< 104 rows
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