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Abstract

Many real-world situations involve attempts to spread influence through a social network. For
example, viral marketing is when a marketer selects a few people to receive some initial adver-
tisement in the hopes that these ‘seeds’ will spread the news. Even peacekeeping operations
in one area have been shown to have a contagious effect on the neighboring vicinity. Each of
these domains also features multiple parties seeking to maximize or mitigate a contagious effect
by spreading its own influence among a select few seeds, naturally yielding an adversarial re-
source allocation problem. My work models the interconnected network of people as a graph and
develops algorithms to optimize resource allocation in these networked competitive contagion
scenarios.

Game-theoretic resource allocation in the past has not considered domains with both a net-
worked structure and contagion effects, rendering them unusable in critical domains such as ru-
mor control, counterinsurgency, and crowd management. Networked domains without contagion
effects already present computational challenges due to the large scale of the action space. To
address this issue, my first contribution proposed efficient game-theoretic allocation algorithms
for the graph-based urban road network domain. This work still provides the only polynomial-
time algorithm for allocating vehicle checkpoints through a city, giving law enforcement officers

an efficient tool to combat terrorists making their way to potential points of attack. Second, I

xiii



have provided the first game-theoretic treatment for contagion mitigation in social networks and
given practitioners the first principled techniques for such vital concerns as rumor control and
counterinsurgency. Finally, I extended my work on game-theoretic contagion mitigation to ad-
dress uncertainty about the network structure to find that, contrary to what evidence and intuition
suggest, heuristic sampling approaches provide near-optimal solutions across a wide range of
generative graph models and uncertainty models. Thus, despite extreme practical challenges in
attaining accurate social network information, my techniques remain near-optimal across numer-
ous forms of uncertainty in multiple synthetic and real-world graph structures.

Beyond optimization of resource allocation, I have further studied contagion effects to under-
stand the effectiveness of such resources. First, I created an evacuation simulation, ESCAPES,
to explore the interaction of pedestrian fear contagion and authority fear mitigation during an
evacuation. Second, using this simulator, I have advanced the frontier in contagion modeling
by developing empirical evaluation methods for comparing and calibrating computational con-
tagion models that are critical in crowd simulations and evacuation modeling. Finally, I have
also conducted an examination of agent-human emotional contagion to inform the rising use of

simulations for personnel training in emotionally-charged situations.
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Chapter 1: Introduction

Many real-world situations involve attempts to spread influence through a social network. For
example, viral marketing is when a marketer selects a few people to receive some initial adver-
tisement in the hopes that these ‘seeds’ will spread the news. Even peacekeeping operations in
one area have been shown to have a contagious effect on the neighboring vicinity [Beardsley,
2011]. Each of these domains also features multiple parties seeking to maximize or mitigate a
contagious effect by spreading its own influence among a select few seeds, naturally yielding an
adversarial resource allocation problem.

Recently, game-theoretic resource allocation has been used to generate policies for numerous
security agencies facing a similar challenge [Tsai et al., 2009; Pita et al., 2011; Shieh et al., 2012;
Yin et al., 2012]. Specifically, a Stackelberg game is used to model these situations. Stackelberg
games model a leader and a follower [von Stackelberg, 1934], where the leader must commit to
a policy which the follower will observe and then act against.

The many deployed applications using game-theoretic resource allocation have only consid-
ered isolated targets without contagious effects [Tsai et al., 2009; Pita et al., 2011; Shieh et al.,
2012; Yin et al., 2012]. In the U.S. Federal Air Marshal domain, for example, the security forces

are responsible for placing undercover Federal Air Marshals aboard flights to and from the United



States. With far fewer marshals than flights, the decision of which flights to take each day can nat-
urally be modeled as a resource allocation problem. Based on the value of each flight, the FAMS
can estimate a payoff for each outcome in the game and model the problem as a Stackelberg
game. The Stackelberg game is used in all of the above applications to describe the asymmetric
information between the two players. The security forces can then solve for the Stackelberg equi-
librium strategy and implement this as their allocation policy. Game-theoretic resource allocation
in the past, however, has not considered domains with both a networked structure and contagion
effects.

In domains such as counterinsurgency and viral-marketing, actions (e.g., selecting a subset
of people to target) carry with them a probabilistic contagion effect across a social network.
These domains admit six primary challenges beyond that of past work in game-theoretic resource

allocation:

e Large Action Space: Actions in this domain translate into subsets of nodes of a given size
(e.g., number of resources), which increases combinatorially with the size of the network.
Standard computing equipment today cannot store the payoff matrix for a game with net-

works of larger than 20 nodes with only 3 resources.

e [Intractable Payoff Calculation: Payoff determination becomes computationally intractable.
Specifically, given a pair of player actions, calculating the expectation of the propagation
process has been shown to be #P-Hard under commonly assumed propagation dynamics
[Chen et al., 2010b]. Since any payoff in this domain is a function of this expectation, the

payoff associated with a given pair of player actions is also computationally intractable.



e Network Uncertainty: Real-world social networks are difficult to learn with high accuracy.
In particular, we can easily be uncertain about the existence or strength of a set of links or
nodes in the network. Thus, parties in such domains must generate policies under uncer-

tainty about the network structure.

e Contagion effects: Beyond the optimization of resources, our understanding of resources’
impact on contagion effects in the real-world remain a challenging area of study, partic-
ularly at the population-level such as in crowds. Qualitative and quantitative statements
about the contagious effects of resources in such settings is crucial to properly optimizing

their placement.

e Population-level contagion modeling: Modeling contagion phenomena at the population-
level is extremely difficult due to the lack of empirical evidence and validation techniques.
Most contagious effects do not have obvious physical signs, necessitating the use of proxy
data or additional technology to provide unbiased measures. Even with a reasonable dataset,
the stochastic or ’individual attribute’-based nature of most of these effects causes valida-

tion of models to also be very challenging.

e Human-agent contagion effects: To train our resources to better manage contagion effects,
the use of simulations and virtual humans has been on the rise. Although many researchers
have studied human-human contagion effects at the individual level, gaps in our knowledge
remain in agent-human interactions. These gaps are particularly important in emotionally-
charged contexts such as evacuations, fire fights, and violent protests where the emotional

contagion effect may have unintended impacts on user behaviors.



In light of the aforementioned challenges, I divide the discussion of my contributions to the
three pertaining to the optimization of resource allocations in networked competitive contagion

scenarios (NCCS) and the three into contagion effects and modeling.

1.1 Contributions: Game-Theoretic Resource Allocation

With respect to game-theoretic resource allocation, my work provides three primary contribu-
tions. First, I extended past work in game-theoretic resource allocation into networked domains
and developed efficient algorithms to address the computational challenges introduced by the
exponential explosion in the actions [Tsai et al., 2010]. Second, I have introduced a scalable ap-
proach to calculating game-theoretic equilibria in NCCS’s where one player seeks to maximize
his influence while a second player seeks to mitigate the first player’s influence by spreading
his own influence, something entirely unaddressed by past researchers due to its computational
complexity. I applied these techniques to realistic network structure data from counterinsurgency
efforts in Afghanistan and provided the first fully game-theoretic treatment for this domain that
scales to actual problem sizes faced by the U.S. Army. In this domain, network uncertainty is a
critical challenge as insurgents typically have an informational advantage over incoming forces.
Thus, my final contribution in game-theoretic resource allocation analyzes equilibria computation
under asymmetric information about network structure and I find that, contrary to what evidence
and intuition suggest, simple sampling heuristics perform near-optimally under numerous forms

of uncertainty and graph structures.



1.1.1 Game-Theoretic Resource Allocation in Networks

Protecting targets against potential attacks is an important problem for security forces world-
wide. Recently, game-theoretic approaches have been used to assist in devising these strategies,
including applications in use by the Los Angeles International Airport [Pita et al., 2008] and the
Federal Air Marshals Service [Tsai et al., 2009]. Both of these domains were modeled as a set of
independent targets that an adversary is attempting to attack and a defender is trying to protect.

In many other domains, however, there is an interconnectedness between targets that can
naturally be modeled as a network. For example, city maps can be modeled with intersections as
nodes and roads as edges, where nodes are targets for attackers. While this could be modeled by
specifying the targets in isolation as done in previous work, clearly an adversary must traverse the
city’s roadways to arrive at the target. Thus, security measures can attempt to interdict adversaries
en route by placing checkpoints on the roads. However, each checkpoint no longer protects a
single target and can potentially prevent attacks to multiple targets simultaneously.

After the devastating terrorist attacks in 2008, Mumbai police began deploying such ran-
domized checkpoints as one countermeasure to prevent future attacks. The extension of game-
theoretic resource allocation into this type of networked domain, however, creates immense com-
putational challenges. Existing solvers take time polynomial in the number of actions of both
players [Kiekintveld et al., 2009; Paruchuri et al., 2008; Conitzer and Sandholm, 2006]. In the
roadway setting, every path from source to target is an attacker action and every set of r or fewer
edges, where r is the maximum number of checkpoints, is a defender action. Since attacker ac-
tions grow exponentially with the size of the network and defender actions grow exponentially

with 7, existing methods quickly become intractable when applied to real-world domains.



In my work on this subject [Tsai et al., 2010], I developed an efficient procedure for gen-
erating checkpoint deployments based on two key ideas: (i) an approximation of the strategy
space that is polynomial in the size of the network and is solved using a linear program; (ii) two
efficient sampling techniques to map solutions back to the original space. Specifically, to avoid
the exponential strategy space over all possible combinations of checkpoint placements (the joint
distribution), my methods operate on the marginal probabilities of edges, i.e., the total probability
of placing a checkpoint on an edge.

In addition to verifying the immense speedup of RANGER (polynomial with problem size)
and its accompanying sampling techniques over the previous fastest method, DOBSS (exponen-
tial with problem size), I also provided an in-depth experimental analysis of the solution quality
obtained and find RANGER, with slight variance based on the sampling method used, is able to
produce optimal solutions in 89% of the 3,000 random graphs tested. Finally, I also applied this
solution to a model of the Mumbai road network, depicted in Figure 4.4, and show that solutions
obtained using RANGER differ substantially from a range of heuristic methods in terms of both
solution quality as well as the actual distributions being generated.

Follow-up research based on this work [Jain et al., 2011a, 2013] has introduced the use of a
double oracle method to solve this domain. Double oracle techniques provide the basis for my
latest work in networked competitive contagion scenarios because it is able to leverage recent

research in influence blocking maximization.
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Figure 1.1: Southern Mumbai with historical targets marked.

1.1.2 Game-Theoretic Contagion Blocking in Networks

The third contribution was a first step towards game-theoretic resource allocation in competitive
contagion problems with an example application to counterinsurgency operations. Counterin-
surgency (COIN) is the contest for the support of the local leaders in an armed conflict and can
include a variety of operations such as providing security and giving medical supplies [U.S. Dept.
of the Army and U.S. Marine Corps, 2007]. Just as in word-of-mouth advertising [Trusov et al.,
2009] and peacekeeping operations [Beardsley, 2011], these efforts carry a social effect beyond
the action taken that can cause advantageous ripples through the neighboring population [Hung,
2010]. Moreover, multiple intelligent parties attempt to leverage the same social network to

spread their message, necessitating an adversary-aware approach to strategy generation.



I modeled the interaction between two parties as a graph with one player (the influencer)
attempting to spread influence while the other player (the mitigator) attempts to stop the proba-
bilistic propagation of that influence by spreading their own influence. This ‘blocking’ problem
models situations faced by governments/peacekeepers combatting the spread of terrorist radical-
ism and armed conflict with daily/weekly/monthy visits with local leaders to provide support and
discuss grievances [Howard, 2011].

This model is a form of influence blocking maximization (/BM) problems [Budak et al., 2011;
He et al., 2012], which are a competitive extension of the widely studied influence maximization
problem [Chen et al., 2010b; Kimura et al., 2010]. Past work in influence blocking maximization
has looked only at the best-response problems and has not produced algorithms to generate the
game-theoretic equilibria necessary for this repeated-interaction domain, which is the focus of

my work.

Figure 1.2: Real Afghan leadership graph from Hung et. al



I began by proving approximation quality bounds on the double oracle approach when one of
the oracles is approximated and combine this with a greedy approximate oracle to produce a more
efficient approximate algorithm. To further increase scalability, I introduced two heuristic oracles,
LSMI and PAGERANK, that offer much greater efficiency. I concluded with an experimental
exploration of a variety of combinations of oracles, testing runtime and quality on random scale-
free graphs, a real-world leadership network in Afghanistan (Figure 5.3), synthetic leadership
networks, and a real-world social network. I found that the performance of the basic PAGERANK
oracle suffers minimal loss compared to LSMI in leadership networks that possess clusters of
highly interconnected nodes, but performs far worse in sparsely interconnected real-world social
networks and scale-free graphs. Finally, I found that an unintuitive blend of the two oracles offers

the best combination of scalability and solution quality.

1.1.3 Bayesian Game-Theoretic Contagion Blocking in Networks

While the previous work provided the first treatment of these networked competitive contagion
scenarios, my final contribution extended this line of research to address network uncertainty. Re-
lated prior research has assumed that full information about network structure is available to both
players and that accurate network knowledge is crucial to generating high-quality strategies. As
noted previously, however, real-world contagion information is extremely hard to gather. This is
particularly true in counterinsurgency where the insurgents are typically an indigenous group that
has an informational advantage, and the mitigators often have uncertainty about their knowledge
of the social network [Hung, 2010].

In this work, I assume that the influencer (an insurgent group) has perfect knowledge of the

graph structure, while the mitigator is uncertain about the influence network. In the resulting



Bayesian game, a type of the influencer corresponds to a particular instantiation of the influence
graph, and the mitigator must reason over the distribution over these graphs (i.e., influencer types)
in order to compute an optimal strategy.

Past work in influence maximization and social network analysis highlight the importance of
graph structure in strategy generation [Kempe et al., 2003; Budak et al., 2011; He et al., 2012].
In addition, previous work on Bayesian security games has shown that not accounting for even
small degrees of payoff uncertainty can lead to large drops in solution quality [Kiekintveld et al.,
2011]. Thus, the expectation should be that strategies generated without modeling most of the
uncertainty about graph structure will do far worse than the optimal solution to the Bayesian
game. Supporting this intuition, I showed that there are cases where a mitigator who has incorrect
information about a single edge can suffer unbounded loss and that quantifying the impact of
changing a single edge in a given graph is #P-Hard. I also show empirically that, indeed, under
our models of uncertainty, optimal mitigator strategies for different influencer types are vastly
different.

However, while past work has focused on sophisticated algorithms for Bayesian security
games [Jain et al., 2011b; Kiekintveld et al., 2011; Yin and Tambe, 2012], I showcase the op-
posite approach that runs directly counter to what intuition and my initial experiments suggest:
ignoring the vast majority of uncertainty has minimal impact. Specifically, I show through exten-
sive experiments that computing a mitigation strategy based on a game with only a few randomly
sampled influencer types yields near-optimal rewards for widely varied models of uncertainty.
I experimented on 3 different synthetic graph models with and without resource imbalances on
both sides, 5 models of uncertainty, weighted/unweighted counting of nodes, varied edge weight

distributions, varied graph sizes, varied degrees of uncertainty, and varied degrees of sampling.
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I also conduct experiments on two real-world social networks using two different models graph
construction. In all, I studied over 200 experimental settings and consistently observe the same
result: simple sampling techniques perform near-optimally. This suggests that even in domains

as challenging as this, models which ignore uncertainty may nevertheless be robust to it.

1.2 Contributions: Contagion

Beyond optimization of resource allocation, I have also studied contagion interactions to ad-
vance our understanding of the effectiveness of such resources at managing contagion. To study
population-level contagion interactions, I created an evacuation simulation called ESCAPES, that
models a novel combination of features: (i) emotional contagion; (ii) different agent types, includ-
ing fear-mitigating authority figures; (iii) informational interactions; (iv) behavioral interactions
[Tsai et al., 2011b]. Using ESCAPES, I have also developed the first empirical evaluation meth-
ods for computational contagion models [Tsai et al., 2011a] by using the ESCAPES evacuation
simulation system and real world videos to compare models of contagion. Finally, to better un-
derstand agent-level contagion interactions that are crucial to simulation training of personnel, I

have also examined emotional contagion from virtual humans to human users.

1.2.1 Contagion management in crowds

To better understand the interaction between fear contagion in a crowd and the fear-mitigation
of authority figures during evacuations, I created the ESCAPES evacuation simulation. The ES-
CAPES system is a multi-agent evacuation simulation tailored to the needs of airport security

officials based on existing psychological and evacuation research [Tsai et al., 2011b]. The first
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Phenomenon Ref. Feature
People forget their entrance [Chertkoff and Kushigian, 1999] Misc.
First-time Visitors [Diamond et al., 2010] SoK /SCT
Heightened emotions — chaos [Smith and Ellsworth, 1985] Emotions / EC
Herding behavior [Helbing et al., 2000] SCT / Families
Pre-evacuation delay [D.S.Mileti and J.L.Sorensen, 1990] SoK / Families
[J.L.Bryan, 2002]
Families gather before exiting [Proulx and Fahy, 2008] Families
Authorities calm people [Smith and Ellsworth, 1985] Auth / Emotions

Table 1.1: Phenomena modeled in ESCAPES

major aspect of any evacuation is fear, and although there is substantial debate on the existence of
‘panic’ in evacuations, the presence of fear is undisputed [Russell and Beigel, 1976]. For the pur-
poses of this work, ESCAPES includes a model of fear and the way it spreads through a crowd.
ESCAPES also includes multiple agent types including regular travelers, authority/security fig-
ures, and families, as these have been documented as having the most impact in an airport evac-
uation [Diamond et al., 2010]. Finally, in discussions with airport security officials, incomplete
knowledge of the environment was cited as a major concern. Thus, agents possess incomplete
knowledge of the exits and the event causing the evacuation. Screenshots of the simulator ex-
hibiting normal agent behavior and evacuation behaviors are shown in Figure 1.3.

ESCAPES agent interactions include three separate phenomena: spread of knowledge, emo-
tional contagion, and social comparison. Emotional Contagion (EC) is the well-documented
phenomena that causes one person’s emotional state to be impacted by neighboring people’s
emotional state [Hatfield et al., 1994]. I incorporate EC in the system as a logical byproduct
of the inclusion of fear in the presence of crowds. Evacuation literature shows that the crucial
seconds people spend before actively moving towards an exit greatly impact their survivability

and is largely due to uncertainty about the nature of the evacuation [D.S.Mileti and J.L.Sorensen,
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(a) Normal agent behavior (b) Evacuation behavior

Figure 1.3: ESCAPES simulator screenshots

1990]. Finally, in a situation where people don’t have all the information, following others is a
commonly seen phenomenon. Thus, I include a ‘Spread of Knowledge’ (SoK) component, which
models the spread of information about an event and that an evacuation is truly necessary. So-
cial Comparison Theory (SCT) is a theory of how one person impacts another at a broad level,
positing that people perceived to be similar to each other will mimic each other [Festinger, 1954].
SCT is used to direct people’s actions when they have no knowledge of the environment.

I show that inclusion of these factors leads to a number of emergent behaviors documented
in evacuation literature, as summarized in Table 1.1. Finally, I conduct tests on a model of a
terminal at Los Angeles International Airport and begin to provide answers to security officials’

questions about authority figure policies.

1.2.2 Empirical Evaluation of Emotional Contagion Models

The model of contagion propagation is a key element in a competitive contagion problem. How-

ever, detailed computational models of contagion models are difficult to formulate and even
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harder to validate convincingly with real data due to the nature of most contagious phenom-
ena. In my work, I make the first empirical comparison of computational models of emotional
contagion in crowd panics that have been proposed in the literature [Tsai et al., 2011a].

Researchers at VU University introduced (ASCRIBE) in Bosse et. al (2009) that used a
deterministic, interaction-based model derived directly from a social psychology theory of emo-
tional contagion [Barsade and Gibson, 1998]. This model is a prototypical example of the heat
dissipation phenomena studied in thermodynamics wherein neighboring substances will transfer
energy to each other at rates unique to each substance (i.e., specific heat). In contrast, Durupinar
[Durupinar, 2010] used a traditional linear threshold model wherein successive interactions with
emotionally ‘infected’ people raises the chance of infection with an emotion. Both of these mod-
els were briefly introduced in Chapter 2.

Although both models come from studies of contagion phenomena, they use fundamentally
different mechanisms. While work could proceed using both approaches by extending existing
models to accurately reproduce increasingly complex situations, it remains unclear which con-
tagion paradigm should be used in emotional contagion. Perhaps a new mechanism should be
designed, but the lack of data in this domain makes evaluation very difficult. I not only empir-
ically compared these two paradigms but identify the key features that should be added to the
underlying contagion mechanisms to further improve their fidelity in reproducing human emo-
tional contagion.

I first use the ESCAPES evacuation simulation I developed to explore the impact of replac-
ing the original ESCAPES model of emotional contagion with these two models on predicted
outcomes, showing substantial differences in their predictions, and motivating the need for an

accurate model of emotional contagion in this context. Even in simulation, I am able to identify
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key differences that indicate epidemiological / social contagion models are less suited to model-
ing emotional contagion. Next, I attempted to reproduce real video footage of a panic situation
from Amsterdam using each of the models, showing the ASCRIBE model to indeed be superior
to both the Durupinar model and the original ESCAPES model, beating out the Durupinar model
by 14% per agent per frame during the 15s scene. To identify which of the key features causes
the differences in the results, I also tested hybrid models to conclude that while adding a ‘decay’
feature (as found in the Durupinar model) to the ASCRIBE model does not improve it, remov-
ing proximity effects and a graduated effect of fear substantially worsen the model. Finally, I
performed the same evaluation on a second video from Greece and show the ASCRIBE model
to again be superior, outperforming the Durupinar model by 12% per agent per frame during the

four-second scene.

(a) Amsterdam video (b) Greece video

Figure 1.4: Amsterdam and Greece video screenshots

This work informs the need for distinguishing between diffusions with graduated effects and
binary effects. In particular, for the contagion of phenomena such as emotions which naturally ex-
hibits a graduated effect, a graduated contagion mechanism such as the one featured in ASCRIBE
appears most suitable.
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1.2.3 Emotional Contagion with Virtual Characters

My final contribution to the study of emotional contagion is an experimental evaluation of the
emotional contagion that occurs between virtual characters and human users, something that has
largely been overlooked by virtual human and social psychology researchers but is particularly
critical as the use of simulation environments for training becomes more widespread. Pursuant
of this goal, three sets of studies are conducted. The first study examines the pure contagion case
by simply showing subjects a still image of a virtual character with either a happy expression or a
neutral expression and then assessing the subject’s self-reported happiness thereafter. The use of a
still image as a manipulation follows from previous studies in human-human emotional contagion
[Small and Verrochi, 2009; Wild et al., 2001]. The second study adds the presentation of a
game-theoretic situation known as a Stag Hunt along with the character image to assess both the
contagion and the behavioral impact of the virtual character in a strategic setting. While studies
have shown that emotional contagion can impact one’s propensity to trust and enhance perceived
cooperation among other findings [Barsade, 2002; Dunn and Schweitzer, 2005], there has been
far less work showing behavioral impacts in strategic situations. Thus, we also attempt to examine
whether behavioral impacts arise in strategic situations to better understand its potential impacts
in real-world agent applications. Finally, the third study examines the post-hoc hypothesis that
the presentation of a decision to the user dampens the emotional contagion effect. Specifically,
we present the same strategic situation as in the second study, but with the decision already made
for the subject.

In this work, I provide the first experimental results supporting the existence of emotional

contagion between virtual agents and humans. Results show a very large increase in self-reported
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happiness from only adding a smile to an otherwise identical still image of a virtual character. In
the second study, when the character is placed in the context of a strategic decision, both subject
behavior and subject self-reports of happiness are only impacted significantly by one character.
The last study, which removes the user’s decision from the previous experiment, finds that the
character’s expression’s affect on emotion returns significantly, implying that a strategic decision
posed to users will dampen the emotional contagion effect beyond only reading about a situation.
These results serve as a preliminary study to alert agent researchers to the impacts that virtual

character emotions may have on human users.

1.3 Summary

Extending game-theoretic resource allocation techniques into contagion-based situations in so-
cial networks opens the door to an entirely new set of real-world problems for game theory to
help address. In my work I have proposed game-theoretic allocation algorithms for large-scale
networked domains without contagion effects, specifically deploying security checkpoints in an
urban road network. Combining this with my studies into contagion phenomena, I have provided
the first game-theoretic treatment of contagion mitigation in social networks. Finally, I have ex-
tended this approach to account for real-world uncertainty in network structure using sampling
techniques that produce near-optimal strategies. These techniques provide principled, robust tools
for real-world decision-makers where none have existed and rule-of-thumb heuristics have been

the norm.
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A thorough understanding of contagion effects is critical to understanding the effectiveness of
resources in these contexts; thus, I have also advanced our understanding of contagion phenom-
ena in three primary ways. First, I created an evacuation simulation, ESCAPES, to explore the
interaction of pedestrian fear contagion and authority fear mitigation during an evacuation. Sec-
ond, I used ESCAPES to developing empirical evaluation methods for comparing and calibrating
computational contagion models that are critical in crowd simulations and evacuation modeling.
Finally, I have also conducted an examination of agent-human emotional contagion to inform the

rising use of simulations for personnel training in emotionally-charged situations.

1.4 Guide to Thesis

This thesis is organized as follows. Chapter 2 introduces the necessary background material for
the research presented here. Chapter 3 provides an overview of research related to this field of
study. Chapters 4 discusses my extension of game-theoretic resource allocation to large-scale net-
worked domains. The work described in Chapter 5 introduces the first analysis of game-theoretic
resource allocation for networked competitive contagion scenarios with an example application to
counterinsurgency. Chapter 6 presents my extension of the work on NCCS’s to address network
uncertainty where I show that simple sampling heuristics produce near-optimal solutions with a
fraction of the runtime. Chapter 7 begins the discussion of my work in contagion phenomena
by introducing the ESCAPES evacuation simulation I created to explore the interaction between
fear contagion and fear mitigation during evacuations. Chapter 8 outlines the empirical tech-

nique I developed to compare contagion models using real-world data. Wrapping up my primary
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contributions, Chapter 9 details my study of agent-human emotional contagion between virtual

characters and human users.
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Chapter 2: Background

In the work presented herein, I draw upon two particular areas of research which require some
introduction. First, my work in resource allocation in networked competitive contagion scenarios
extends prior research in game-theoretic resource allocation. As such, I outline the relevant back-
ground from this literature in Section 2.1 by introducing Zero-sum Games, Stackelberg Games
(Section 2.1.1), Bayesian Games (Section 2.1.2), and the Double Oracle Method for solving these
games (Section 2.1.3). Second, diffusion studies feature a plethora of propagation mechanisms

that broadly fall into two classes that I describe in more detail in Section 2.2.

2.1 Game Theory

In standard game theoretic literature, there exist multiple players who can choose actions that will
have a resulting payoff that depends on the actions of the other players. The full description of
available actions and corresponding payoffs is often represented in normal form as in Table 2.1
and is usually referred to as a payoff matrix. Here there are two players, referred to commonly
as the row player and the column player. The row player here has actions A and B while the
column player can choose between actions C and D. The actions are often referred to as the pure

strategies of the players and will be iterated as wr € (g for the row player and weo € Q¢ for
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the column player. The payoffs for each player for each of the four possible outcomes is given by
the paired numbers in each cell of the table. For example, in this game, if the row player plays A
and the column player plays C, then the row player receives a payoff of 2 and the column player
receives a payoff of 1. We will refer to these payoffs also as utilities and denote the utility of a

specific pair of player actions by ug(wp,wc¢) for the row player and uc(wp, we) for the column

player.
cC | D
A|21]40
B| 10|32

Table 2.1: Payoff table for an example normal form game.

Given the payoff matrix, we must also specify any additional information the players possess
and their model of the other players. In simultaneous-move situations, where each player must
decide on a strategy with no additional information, each player determines a strategy based only
on the assumption that the other player will act rationally and maximize their expected payoff. In
this game, this assumption would lead both players to conclude that the row player should never
play B, since regardless of what the column player plays, A will always produce a higher reward
for the row player. Given that the row player will always play A, the column player will always
play C. Thus, the optimal strategies for the players are to play 100% A for the row player and to
play 100% C for the column player. Although this particular game has an equilibrium solution
with only one pure strategy for each player, this may not always be the case. In general, we solve
for a probability distribution over available pure strategies, which is commonly referred to as a
mixed strategy and I denote pg for the row player and po for the column player. In this work, I
will refer to the probability associated with a particular action w in a given mixed strategy p as
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p(w). The support set of a mixed strategy is the set of pure strategies for which the associated
probability is greater than zero. The solution concept for simultaneous-move games is known as
the Nash equilibrium and guarantees that each player’s strategy is a best-response to the other’s
and no single player has an incentive to change their strategy. Referring to the utility derived from
a given pair of mixed strategies as Uc(pgr, pc) and Ur(pr, pc) and optimal mixed strategies as

p*, this can be formalized as:

Ur(pr, pc) 2 Ur(pr: pC)s VPR # PR (2.1)

Uc(pr:re) = Uc(pr, pc),Yoc # pé (2.2)

The unique situation wherein payoffs for the two players always sum to zero (u.(wg,wc) =
—u,(wg,wc)) is referred to as a zero-sum game. Zero-sum games have a number of critical
properties from a computational standpoint, the most important of which is that a Nash equilib-
rium can be calculated in time polynomial in the size of the game matrix via a Maximin linear

program:

Maximize Ur

s.t. Ur < Z pr(wR) - ur(wr,we), Vwe € Q¢ 2.3)
WRENR
> prlwr) =1 (2.4)
WRENR

2.1.1 Stackelberg Games

In many applications of game theory to resource allocation, a Stackelberg game is used to model
the situation instead of a simultaneous-move game [von Stackelberg, 1934]. In Stackelberg
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games, one of the players (i.e., the leader) must declare his strategy first, after which the other
player (i.e., the follower) can decide his strategy using this information. While this may seem
like a disadvantage to the leader, it has been shown that this first-mover situation can never hurt a
player. Consider the game matrix from before in Table 2.1, as an example, and let the row player
be the leader in a Stackelberg situation. Instead of unequivocally playing A which was previously
optimal, the row player can now declare that he will play B 100% of the time. This would induce
the column player to play D, giving the row player an equilibrium payoff of 3 instead of the 2 he
received in the simultaneous-move situation.

The solution concept adopted most often is that of a Strong Stackelberg Equilibrium (SSE).
Beyond the mutual best-response that Nash equilibrium also entails, Strong Stackelberg Equilib-
rium also assumes that the follower will break ties in favor of the leader to resolve the selection
problem that arises when multiple equilibria exist. Most importantly for my work, it has been
shown that an SSE in a zero-sum game is equivalent to Nash equilibrium [Yin et al., 2010]. Since
a Nash equilibrium can be efficiently found via a Maximin linear program for zero-sum games, a

Strong Stackelberg Equilibrium can also be found in polynomial time for zero-sum games.

2.1.2 Bayesian Games

Many real-world situations require a player to optimize against an array of adversaries or, equiv-
alently, a single adversary about which the player is uncertain. In these cases, a Bayesian game
model is adopted that explicitly enumerates the multiple payoff matrices against which the player
must optimize as well as the probability distribution over which these payoff matrices occur. One

example is shown in Table 2.3, where the row player faces two distinct payoff matrices. In this
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C | D CcC | D
Al21 |40 All2]44
B | 1,032 B |[32]3,1
Table 2.2: versus column player 1 Table 2.3: versus column player 2

particular case there are two Bayesian fypes that I will generally denote A € A and each occurs
with some known probability Pj.

In my work, I make use of Bayesian Zero-sum games which can be solved in time polynomial
with respect to the product of the size of the game matrix and the number of types. Unsurprisingly,
this is achieved through a trivial extension of the Maximin linear program presented earlier. In
the domains I address, however, the size of the game matrix as well as the number of types grow
exponentially with respect to the underlying domain representation. This renders even a poly-
nomial time solver unusable on anything but trivial problem sizes and necessitates algorithmic

advances to handle real-world problem sizes.

2.1.3 Double Oracle Method

As mentioned, optimal mixed strategies in zero-sum games can be efficiently determined using
a Maximin (or equivalently a Minimax) algorithm. In domains that feature an action space that
is far too large to hold in memory, a maximin formulation does not provide a realistic solution.
In recent extensions of my 2010 work on urban road network security, Jain et. al (2011) use a
double oracle approach that builds the action space incrementally. This state-of-the-art method is
also used in my work in networked competitive contagion scenarios.

Double oracle algorithms for zero-sum games also use a Maximin linear program at the core,
but the payoff matrix is grown incrementally by two oracles. This process is shown in Algo-

rithm 1, where the two players are referred to as the defender and the attacker. D is the set of
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defender actions generated so far, and A is the set of attacker actions generated so far. Max-
iminLP(D,A) solves for the equilibrium of the game that only has the pure strategies in D and A
and returns pg and p,, which are the equilibrium defender and attacker mixed strategies over D
and A. DefenderOracle(-), generates a defender action that is a best response against p, among
all possible actions. This action is added to the set of available pure strategies for the defender D.
A similar procedure then occurs for the attacker. Convergence occurs when neither best-response
oracle generates a pure strategy that is superior to the given player’s current mixed strategy against
the fixed opponent mixed strategy. The number of attacker and defender actions in the payoff ma-
trix can grow to the full matrix in the worst case, but in practice is generally much smaller. It has
been shown that with two optimal best-response oracles, the double oracle algorithm converges

to the Maximin equilibrium [McMahan et al., 2003].

Algorithm 1: DOUBLE ORACLE ALGORITHM

1: Initialize D with random defender allocations.
Initialize A with random attacker allocations.
repeat

(pd, pa) = MaximinLP(D,A)

D = D U {DefenderOracle(p,)}

A = A U {AttackerOracle(pq)}
until convergence
return (pg, po)

2.1.4 Double Oracle: Example

To illustrate the double oracle algorithm in more detail, consider the game described by the payoff
matrix featured in Table 2.4. As per standard game-theoretic notation, the row player’s available
actions are 1 and 2 and the column player’s available actions include A, B, and C. If the row player
plays 1 and the column player plays A, then the row player receives a payoff of 3 and the column
player a payoff of -3. Although this game could be solved by a single Maximin run, I will describe
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A B C
1]3-3]-1,1|2,-2
21 1,-1]2-2]-22

Table 2.4: Example game’s full payoff matrix

the solution procedure used by the double oracle algorithm to clarify the process. Initially, each
player’s actions are randomly seeded with a single action from the complete action space of the
original game. Suppose the row player, is seeded with action ‘1’ and the column player, is seeded
with action "C” as shown in Table 2.5. Then D = {1} and A = {C'}. This subgame is trivially
solved using a Maximin linear program that produces the optimal strategy for both players, which
is to simply play their only available action 100% of the time (pg = p, = {1.0}).

Next the algorithm consults two oracles for the next action to add to the subgame for each
player. In this case, the column player’s best-response oracle produces ‘B’ as the optimal action
for the attacker to take when the defender is playing a strategy of 100% ‘1°. The row player’s best-
response oracle, by contrast, produces ‘1’ as the best-response to the current adversary strategy
of 100% ‘C’ and chooses to add action ‘1’ which already exists in the subgame. The subgame
is now composed of one action for the defender (D = {1}) and two actions for the attacker (A
= {C, B}). A Maximin solver is again run to determine the optimal strategy for each player,
producing a new pure-strategy equilibrium (pr = {1.0}, pc = {0.0,1.0}).

Both oracles are consulted again, with the column player’s best-response oracle again return-
ing ‘B’ as the optimal action to the current row player strategy (play ‘1’ 100%), but the row
player’s best-response oracle now returning action ‘2’ as the best-response to the current column
player strategy (play ‘B’ 100%). The subgame grows to the 2x2 matrix shown in Table 2.6 and

the Maximin linear program is again run to solve it, producing new optimal strategies for each
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C
C 1] -1,1 |22
1]2-2 212,-2|-22
Table 2.5: Initial subgame Table 2.6: At convergence

player (pg = {%, %}, Pa = {%, %}) Another query to each oracle reveals that both players’ best-

responses are already included in the subgame. At this point the algorithm has converged and the
Maximin equilibrium strategies for both players in the full game have been determined.

The payoff matrix generated at convergence is shown in Table 2.6. Notice that the attacker
action *A’ was never added to the game. Not only does this limit the size of the payoff matrix
stored in memory, but this also means that no payoffs associated with action ‘A’ need to be

generated.

2.2 Propagation Dynamics

In studies of problems featuring diffusion, such as competitive contagion games, the propagation
dynamics must first be decided upon. In the absence of context-specific data that would enable a
complete modeling of the propagation dynamics in an actual social network, however, canonical
propagation dynamics are used to illustrate the applicability of algorithms across the parameter
space. The literature most often features one of two classes of propagation dynamics to model
diffusion processes in a social network: linear threshold models and independent cascade models.
Finally, a third model, ASCRIBE, will also be described due to its use in my work on empirical
comparisons of contagion models.

Granovetter and Schelling were among the first to introduce linear threshold models [Gra-

novetter, 1978; Schelling, 1978]. In these models, a node x in the network is influenced by each
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neighbor, y € Y, based on a weight w, ,, to each neighbor, such that Zyww,y < 1. Each node

ye
x is then assigned a threshold 6, based on a given probability distribution representing the total
weighted fraction of x’s neighbors that must be influenced in order for x to become influenced.
The diffusion process proceeds deterministically in discrete time steps such that influenced nodes
remain influenced and uninfluenced nodes are influenced if EZ Wy » > 05, where Z is the set of
z€
z’s influenced neighbors.

Independent cascade models, based on work in interacting particle systems from probability
theory, accounts for each neighbor’s influence upon a node independently and probabilistically.
Specifically, for each neighbor y € Y of z, if y is successfully influenced in time step ¢t — 1,
there is a probability p, , that = will be influenced by ¥ in time step ¢. These pairwise influence
checks are performed independently and the probability for each interaction is a fixed parameter
of the system that does not depend on past influence attempts. Each pairwise influence can occur
only once, so that in subsequent rounds, y will not perform additional checks to probabilistically
influence x.

The ASCRIBE model from Bosse et. al (2009) was specifically proposed to model the conta-
gion of emotions in a crowd, but will be described in terms of influence in a graph for consistency.
The primary difference with the previous two classes of models is that influence is modeled on a
continuous spectrum from O to 1. Then, much like heat dissipation in physics, influence actually
transfers from high influence nodes to neighbors of low influence, with all nodes in a neighbor-
hood eventually converging towards a weighted average of the neighborhood’s influence levels.

The convergence is described in more detail in Bosse et. al (2009) and are omitted here due to

space considerations.
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Chapter 3: Related Work

3.1 Game-Theoretic Security Allocation

Game theory has been applied to a range of security problems, and different solution concepts
and algorithms have been proposed. The most relevant of these works focus on algorithms for
computing strong Stackelberg equilibria, which have been the most common paradigm in game-
theoretic resource allocation. The ARMOR system at the Los Angeles International Airport uses
the DOBSS algorithm from Paruchuri et al. (2008), which was shown to be superior to the
previous state-of-the-art technique, Multiple LPs, introduced by Conitzer and Sandholm (2006).
This first-generation system used this general-purpose Bayesian Stackelberg game solver to great
effect, however, later applications would require far more scalability than was offered by DOBSS
[Pita et al., 2008]. For example, the initial version of the IRIS system used by the United States
Federal Air Marshal Service [Tsai et al., 2009] used the ERASER-C algorithm from Kiekintveld
et al. (2009) and has since upgraded to the ASPEN algorithm from Jain et al. (2010). The
PROTECT system developed for the U.S. Coast Guard [Shieh et al., 2012] features a new breed
of algorithms that explicitly models human adversaries using quantal response based on work by
Yang et al. (2012b). These works (and others) address numerous facets of the allocation problem,

such as scalability, uncertainty [Jain et al., 2011b; Kiekintveld et al., 2011; Yin and Tambe, 2012],
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and human adversaries [Pita et al., 2012]. However, they do not directly apply to domains with
a networked structure because they cannot handle the explosion in the number of actions that

results.

3.2 Security Allocation in Network-based domains

Some work in game-theoretic security allocation have dealt with networked domains. Basilico et
al. 2011, for example, develop abstractions to facilitate scalable algorithms for policy generation
in patrolling security games. As mentioned previously, Jain et al. (2011a; 2013) and Yang et al.
(2012a) follow up on my previous work on game-theoretic resource allocation in urban road
networks [Tsai et al., 2010].

Halvorson et al. (2009) also use a double oracle approach to solve a version of a hider-seeker
problem and, importantly, show an approximation guarantee for double oracle algorithms. Ac-
tions in these works, however, were all deterministically defined and did not feature a probabilistic
contagion component. The contagion component adds a dimension of immense difficulty to se-
curity allocation problems that makes previous methods unusable for anything but the smallest of
domains.

Aside from the literature on game-theoretic allocation methods, my urban network security
work is also based on insights from network interdiction [Washburn and Wood, 1995; Israeli
and Wood, 2002]. These are the special case of my urban network model when there is a single
target, or — equivalently — all targets have identical values. For such games, Washburn and

Wood (1995) give an algorithm finding optimal strategies for both players based on Min-Cut
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computations. However, different target values and a general-sum game can cause their algorithm

to perform arbitrarily poorly.

3.3 Influence Maximization

This ‘spreading’ aspect of networked competitive contagion scenarios is very closely related to
influence maximization. In influence maximization, a player attempts to optimize a selection of
beginning ‘seed’ nodes from which to spread his influence in a known graph. This problem saw
its first treatment in computer science as a discrete maximization problem by Kempe et al. (2003)
who proposed a greedy approximation, followed-up by numerous proposed speed-up techniques
[Chen et al., 2010b; Kimura et al., 2010; Leskovec et al., 2007]. Although these are one-player
games, I draw from their techniques to address efficiency issues in my work.

A competitive variant of these types of games are inoculation games, which typically feature
a defender attempting to protect nodes in a graph and, usually, a random outbreak of a disease
on a node in the graph. These games model nature as the adversary, which chooses an initial
set of nodes with some predefined probability distribution that the defender is optimizing against
[Aspnes et al., 2005, 2007; Chen et al., 2010a; Kumar et al., 2010]. Variations on this include
distributed inoculation games where each node acts independently, in which results such as price
of anarchy are generally considered [Aspnes et al., 2005; Chen et al., 2010a]. Inoculation games
do not typically include an optimizing adversary, amounting to only an attacker or defender best-
response problem.

There have been a number of recent works focused on competitive models of influence max-

imization where both players attempt to maximize influence in a social network where only one
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player can hold influence over each node [Bharathi et al., 2007; Kostka et al., 2008; Borodin
et al., 2010]. Bharathi et al., for example, examine the first-mover and last-mover best-responses
in the context of competitive influence maximization. Although they prove the last-mover’s best-
response is submodular and amenable to the greedy approximation scheme first proposed by
Kempe et al., they do not provide a general algorithm for determining equilibrium strategies.
Borodin et al. examine threshold models and show NP-hardness of approximations better than a
square root of the optimal for a broad class of such models. Again, however, they do not provide
a game-theoretic treatment of the problem and no algorithms for equilibrium strategy generation
are explored.

Another class of competitive influence maximization problems are influence blocking maxi-
mizations. Influence blocking maximization problems again feature two players, each of whose
actions spread across the given network. Instead of both players attempting to maximize, how-
ever, influence blocking maximization has one player trying to minimize the other player’s in-
fluence spread instead of attempting to maximize his own. Such problems have been explored
with both independent cascade and linear threshold models of propagation [Budak et al., 2011;

He et al., 2012]. Both of these works only explored the defender’s best-response problem.

3.4 Beyond Strategy Optimization

Social scientists have studied other important aspects of influence in social networks extensively.
I will briefly mention a few such areas here. In social psychology, Kelman’s seminal work noted
three broad categories of social influence [Kelman, 1958] and was followed by a plethora of re-

lated research examining the driving forces behind specific examples of social influence [Wood
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et al., 1994; Fowler and Christakis, 2008]. Consensus formation in societies has been a major area
of research in political science that also contributes heavily to the study of influence and persua-
sion [DeGroot, 1974; Lupia and Mccubbins, 1998]. At the intersection with computer science,
experimental work on the impact of network structure on consensus formation and cooperation
is particularly relevant to the networked contagion games I examine [Kearns et al., 2006; Mc-
Cubbins et al., 2008; Cosley et al., 2010; Suri and Watts, 2010; Enemark et al., 2011]. Finally,
with the growing use of online retailers and user recommendations, marketing studies have begun
shedding light on the nuances of the contagion of purchasing decisions [Goldenberg et al., 2001;
PHELPS et al., 2004; Kiss and Bichler, 2008; Trusov et al., 2009; Yang et al., 2012c].

Although only a very limited set of works is mentioned, the literature in the social sciences on
influence, network effects, and persuasion is far more vast than can be fully addressed here. As
would be expected, these works do not study strategy generation for these domains. Instead, they
focus on understanding mechanisms for facilitation and constitute directions of study orthogonal

to my own.

3.5 Emotional Contagion

Seminal works in social psychology first began the discussion around emotional contagion. In
particular, Hatfield et al. (1994) first codified the observed phenomena that were just beginning
to receive researcher attention. Follow-up work by the co-authors as well as in related fields
such as [Barsade and Gibson, 1998; Grandey, 2000; Pugh, 2001] in managerial and occupational
sciences continued to detail the effects of the phenomenon in new domains. Recently, there

have been works beginning to quantify emotional contagion and explore cross-cultural variations
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in attributes that affect emotional contagion [Doherty, 1997; Lundqvist, 2008]. Additionally,
researchers in related fields such as managerial and occupational sciences continued to detail the
effects of the phenomenon in new domains [Barsade, 2002; Small and Verrochi, 2009]. A large
body of social psychological studies of emotional contagion also feature an image or video of
only a person’s face as the origin of the contagion [Hess et al., 1998; Small and Verrochi, 2009;
Wild et al., 2001].

From a computational perspective, work from VU University and the University of Pennsyl-
vania are two of the most recent models of emotional contagion upon which a few follow-up
works have been based [Durupinar et al., 2008; Bosse et al., 2009a,b; Durupinar, 2010; Bosse
et al., 2011]. The ASCRIBE model resembles heat dissipation models found in basic physics
wherein each substance has its own heat dissipation rate and heat absorption rate. The model
from Durupinar draws inspiration from a long line of contagion models [Dodds and Watts, 2005;
Kermack and McKendrick, 1927] that was popularized in the diffusion of innovations [Rogers,
1962] literature and has also seen heavy use in other types of social (e.g., belief, behavior, idea)
contagion [Schelling, 1973].

There also exists a large body of work on the interaction between virtual agents and humans
[Gratch et al., 2006; Wang and Gratch, 2009; de Melo et al., 2011]. The entire area of virtual
rapport [Gratch et al., 2006; Wang and Gratch, 2009], for example, focuses on user opinions of
the virtual agents and their interaction. The primary goal is to create agents that users enjoy,
appreciate, and relate to. Recent work has looked at the impact of agent expressions in a strategic
negotiation setting [de Melo et al., 2011] as well. However, their work focuses on the behav-
ioral impact of varying the intent of agent expressions on user behavior without examining the

emotional impact on users.
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Chapter 4: Game-Theoretic Resource Allocation in Networks

This chapter introduces my extension of game-theoretic resource allocation techniques into net-
worked domains with no contagion effects. In particular, the challenge of urban road network
security, where police must place checkpoints on roads to intercept would-be attackers from
reaching their destinations is naturally modeled as a graph. One key challenge in most networked
domains is the massive action sets that both players inevitably inherit due to the compact repre-
sentation of the problem as a network. In this particular setting, every path from an entry point to
a target is an attacker action and every set of r or fewer edges, where r is the maximum number
of checkpoints, is a defender action. Since attacker actions grow exponentially with the size of
the network and defender actions grow exponentially with r, existing methods quickly become
intractable when applied to real-world domains [Kiekintveld et al., 2009; Paruchuri et al., 2008;
Conitzer and Sandholm, 2006]. With both players having an exponential number of actions, new
techniques had to be developed. This work led to a line of research into scalable techniques to
address the massive scale of both players’ action sets that exists in any networked problem [Jain
et al., 2010; Yang et al., 2012a; Jain et al., 2013].

This chapter presents the first techniques in this line of inquiry, introducing the RANGER al-

gorithm and accompanying sampling techniques Radius and Comb Sampling to generate effective

35



deployment strategies with efficiency guarantees. Section 4.1 formally describes the game model
being addressed. Section 4.2 begins the presentation of the algorithm by introducing RANGER,
a linear program that reasons over the marginal distribution of the defender’s mixed strategy to
efficiently calculate a heuristic solution. Since deployment requires a a sampling technique for
the marginal distribution generated, Section 4.3 introduces two novel sampling techniques that,
when combined with RANGER, produce extremely high quality deployment strategies, as shown

in the experiments in Section 8.3.

4.1 Problem Definition

A graph-based security game models an attacker and a defender who take actions on a graph
G = (V,E), with n = |V| nodes and m = |E| edges. The attacker starts at a source node
s € S C V of his choosing and travels along a path in an attempt to reach a targett € 7' C V.
The attacker’s pure strategies, wo € §2¢, are thus all s-¢ paths from some source s to some target
t. Since the attacker can choose which source to enter from, for analysis, I merge all sources
into a single source without loss of generality by reforming the graph so that all original source-
incident edges be incident to the new source. The defender tries to capture the attacker before he
reaches a target by placing up to r resources on edges of the graph. The defender’s pure strategies
are subsets of 7 or fewer edges, designated wr € 2. Assuming that the defender plays wgr and
the attacker w¢, the attacker is captured whenever wr Nwe # (), and succeeds in his attack when
wrNwe = 0.

Payoffs depend on the target attacked and whether the attacker is captured or not. If an attack

on t is successful, the defender receives Dg(t) and the attacker receives Ag(t). If the attack is
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unsuccessful the attacker receives Ay (t) and the defender receives Dy (t). 1 make the natural
restrictions that Dg(t) < Dy (t) and Ag(t) > Ay(t). Note that there is no restriction on the
game being zero-sum.

In a world of increasingly sophisticated and determined attackers, a good defender strategy
must take into account that the attacker will observe and exploit patterns in the defender’s be-
havior. In other words, it is natural to assume that the defender must commit to a strategy first,
which the attacker can observe and base his strategy on. Thus, the game is naturally modeled as a
Stackelberg game, an approach also taken (for the same reasons) in past work in security settings
[Kiekintveld et al., 2009; Paruchuri et al., 2008]. The defender is modeled as the leader and
moves first, by selecting a mixed strategy pr € P that assigns a probability to each pure strategy
wr € Qg. The attacker is the follower and chooses a strategy after observing the defender’s
mixed strategy. There is always a pure-strategy best response for the attacker, so I restrict the
attacker to pure strategies without loss of generality. Thus, the attacker’s Stackelberg strategy is a
function f : pr — we; let F denote the set of all such functions. For any pair of strategy profiles

(pr, f), the expected rewards for the defender (Rp) and attacker (R 4) are given by:

Rp(pr, f) = p-Du(t)+ (1 —p)-Ds(t) 4.1

Ra(pr, f) = p-Avu(t)+(1—p)- As(t) (4.2)

where ¢ is the target at the end of the path specified by f(pr), and p the probability that the
attacker is captured on the path to ¢ given the defender’s strategy pr. The solution concept I use,

a Strong Stackelberg equilibrium, is formally defined as follows:
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Definition 1. A pair of strategies (pr, f) form a Strong Stackelberg Equilibrium (SSE) if they

satisfy the following:

1. The leader plays a best strategy:

Rp(pr, [) > Rp(p, f) for all distributions p'y,.

2. The follower plays a best response:

Ra(pr, f) = Ra(pr, [') for all functions " € F.

3. The follower breaks ties in favor of the leader:

Rp(pr, f) = Rp(pr, f') for all functions f’ € F that are best responses to pg.

While counterintuitive, Condition 3 is justified because the leader can often induce the fa-
vorable strong equilibrium by selecting a strategy arbitrarily close to the equilibrium that causes
the follower to strictly prefer the desired strategy [von Stengel and Zamir, 2004]. SSE are more
commonly used in the literature than their counterpart, Weak Stackelberg Equilibria, which does
not require Condition 3. Also, SSE are guaranteed to exist and uniquely define the strategy and
payoffs for the leader [Leitmann, 1978; Breton et al., 1988]. The optimal policy for the defender
in a graph-based security game is the SSE strategy. Unfortunately, as Q¢ has size ©(m" ), and Qr
has size exponential in n, existing methods for computing SSE do not scale to realistic problem
sizes.

Iintroduce a new solution concept, Strong Stackelberg Approximation (SSA) that avoids these
difficulties by introducing an approximation for follower. SSA assumes that the attacker observes
and plays a best response to the marginal distribution of the defender’s strategy (i.e., the aggregate
coverage probability on each edge) rather than the joint distribution pr. This assumption can
be motivated as either a limitation on the observations of the attacker, who may not have the
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capability to observe the joint distribution, or as a computational limitation of the attacker who
many not be able to compute an optimal response to the joint distribution. Specifically, SSA

replaces R 4 in condition 2 of SSE with the approximation:

~

Ra(pr, f) =p- Au(t) + (1 —p) - As(2), (4.3)

where p = min() ) Tes 1) is an approximate capture probability on path f(pg). x. =

ecf(pr
> wpeQn ccwr PR(WR) is the marginal probability associated with edge e, where pg(wr) is the

probability associated with wg in pr. I denote this mapping by z : P +— X and the marginal

distribution as ¥ = (z.).

4.2 RANGER

Now I introduce RANGER (Resource Allocation for Network-based Games with Efficient Rep-
resentations), an efficient method for finding an optimal set of marginal checkpoint probabilities
for the defender. By reasoning over 7, it avoids the exponential size of the defender space. It
then approximates the probability of capturing an attacker on a path by summing the marginal
probabilities on the edges in the path. While this is not correct in general, joint distributions
can be reconstructed in a ways that make it correct under specific circumstances. This yields an
efficient approximation for the optimal attacker path to each target and avoid reasoning over the
exponential space of all paths.

In the RANGER MILP below, x. is the marginal probability of placing a checkpoint on edge
e. The d, are, for each vertex v, the minimum sum of checkpoint probabilities along any path

from a source to v. This is enforced by the constraints (4.6)-(4.8). Constraint (4.11) enforces that
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at most r checkpoints are placed. The vector ¢ describes the probability of the attacker attacking

each target. The fact that the attacker picks exactly one target deterministically is enforced by

constraints (4.9)-(4.10). Constraint (4.5) forces ¢ to be the vector choosing the highest expected

payoff target for the attacker, and Constraint (4.4) captures the payoff for the defender. (4.4) and

(4.5) rely on M being a large constant, so that they are binding only for the target ¢ selected by

the attacker. Together, Constraints (4.4) and (4.5) imply that the leader and defender strategies

are mutual best responses in any optimal solution.

Maximize R

s.t. R—(1—dy)- Dg(t)
—dy-Dy(t) <(1—q)- M
0< Ra—(1—dy)-As(t)
—dp Ap(t) < (1—q) M
ds=0,Vse S
dy, < min(1,d, + x.), Ve = (u,v)
0<z. <1, Vee F
q: € {0,1}
ZQt =1

teT

ergr

eckE

4.4)

4.5)

(4.6)

4.7

(4.8)

4.9)

(4.10)

4.11)

Theorem 1. A pair of attacker and defender actions (Z*,q") that is optimal for the RANGER

MILP corresponds to at least one SSA against an approximating attacker.
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Proof. Define f* as the function specifying an attacker action for every leader strategy, where
the attacker action (§) is determined by RANGER if we fix the leader coverage strategy to a
given Z. Since RANGER maximizes the defender reward, the attacker will implicitly choose the
best-response that maximizes the defender’s reward, satisfying Condition 3 of an SSA. Constraint
2 specifies that the attacker’s response maximizes his reward assuming he is an approximating
attacker. Thus, by construction, (Z, f*) satisfies Condition 2 of an SSA for all # € X.

Let R(%) is the R found by RANGER when fixing Z. Since d,, is an overestimate of the
actual capture probability, max__ R(Z) > max,,ep Rp(pR, f*), or Rranger > Rssa,
where RrancgEeR is the defender reward found by RANGER and Rgg 4 is the defender reward
at SSA. As Theorem 3 shows, we can always construct a pg.z« corresponding to Z* such that
R(pr.#*) = RranNcER against an approximating attacker. Since Rgsa > R(pg) for all pg,

Rssa > RrangER = Rssa, so pr.z+ 1s an SSA strategy, satisfying Condition 1. O

RANGER is an exponential contraction of both the attacker and defender strategy spaces as
discussed. This can be seen most clearly by noticing that RANGER has variables polynomial in
the number of vertices (]S, length of ¢, number of d,,) and edges (x.) in the graph. Prior formu-
lations would have had m" variables for the defender and exponentially many integer variables

() to explore.

4.3 Reconstructing Joint Distributions

Using the marginal distribution calculated by RANGER, we must generate a joint distribution

over L to sample from or create sampling procedures directly from Z*. In so doing, we must
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adhere as closely to the assumption inherent in RANGER as possible - that no we sampled will
ever have two checkpoints on a single s-¢ path.

This problem has been modeled as a Random Assignment problem, as studied in Combina-
torial Optimization, where we want to assign a objects to a agents given a bistochastic matrix
describing the desired probability for each agent to receive each object [Birkhoff, 1946; von Neu-
mann, 1953; Budish et al., 2009]. The bistochastic matrix can be used to model the marginals of
our problem of assigning checkpoints to edges, but existing methods cannot efficiently account
for the dependencies that exist in our domain.

The Birkhoff-von Neumann Theorem [Birkhoff, 1946; von Neumann, 1953] proves that the
basic version of this problem always has a solution, implying that there always exists a joint
distribution underlying a marginal distribution when there are no constraints. Recent work has
extended the Birkhoff-von Neumann Theorem to domains with specific constraints beyond the
original problem and proven that these extensions constitute a maximal domain for the theorem
[Budish et al., 2009]. Graph-based security games, however, fall outside of this work because the
impact of placing one checkpoint on another cannot readily be captured in a bistochastic matrix.
Indeed, some marginal distributions cannot be met by any joint distribution. Thus, I introduce
two novel algorithms that efficiently produce joint distributions under specific constraints of the

problem.

4.3.1 Radius Sampling

Radius Sampling (RS) is a sampling procedure that guarantees RANGER’s assumption is met for
single-source graphs with certain conditions we describe shortly. This means that the probability

for capture along any s-v path will be at least d,,. The idea is to define rings of different radii,
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Figure 4.1: Radius Sampling example graph.

h, such that each ring corresponds to a set of edges. For any 2 > 0, define the ring of radius h
around s as Ry, := {e = (u,v)|d, < h < d,}, i.e., the set of edges from a node with probability
of capture at most h from s to a node with probability of capture more than h from s.

_ |Ral

Define o := fooo | Rp,|dh (a normalization constant), and the density function ¢(h) := =2

Notice that
a = Yo y(dv—du) < Y,me < (4.12)

The algorithm works as follows: Choose a radius h from [0, co] according to the density function
¢. Now, choose 7 of the edges in Ry, uniformly at random (or all edges in Ry, if | Ry| < ). Place
checkpoints on these edges. Call the resulting set wyqqiys- Notice that both A and wyqgiys are
random variables; w;qq;ys 1S @ set of at most r edges.

The algorithm generates a joint distribution for the defender based on the given marginal
probabilities under the condition that for all radii h, either R, = () or |Ry| > r. This simply
means that in any ring we might choose, there must be at least r edges, otherwise we will have
unassigned checkpoints, and we will not be able to meet the capture probabilities desired. The
method can still be used with some augmentations, but there will be no guarantees regarding the

joint distribution generated.
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As an example, consider the graph given in Figure 4.1a with 6 vertices, 2 targets, one source,
and disjoint paths to the targets as show in Figure 4.1a. Visually, we can think of the z. values
as laying out the paths as shown in Figure 4.1b, where marginal probabilities are given for each
edge. Then we randomly select an h. For example, if h = 0.01, we would place a checkpoint
on edge A or edge D with probability 1/2 each. Similarly, if h = 0.4, we would choose C or E
with probability 1/2 each.

The idea of RS is to ensure that for no optimal path from s to some other node do we ever
sample multiple edges, which was the implicit assumption for RANGER to be accurate. For non-
optimal paths, the probability for capture will still be at least the d, predicted by RANGER, but
this may not be the sum of the marginals along the path. If |Ry,| > r for all » with |R;| > 0, RS

achieves RANGER’s expected reward value.

Theorem 2. If for all h,

Ry| > r or |Ry| = 0, then RS ensures that for any path P ending at

node v, the probability of capturing an attacker on P is at least d,,.
The proof follows readily from the lemma below.

Lemma 1. Under the assumptions of Theorem 2, let wc be any s-v path and w the node maxi-

mizing d,, among all nodes on w¢. The capture probability along wc is at least d.,.

Proof. 1prove the lemma by induction on |w¢ |, the number of edges on path w¢. In the base case
|we| = 0, the only node v with a path from s is s itself, and the statement holds because ds; = 0.

For the inductive step, let we be a path of length £ + 1 and e = (v, v) the last edge of wc.
Let wy, = we \ {e} be the path of length ¢ from s to v/, and w’ the node on wy, maximizing d,,.

By Induction Hypothesis, Prob|w;qgius N w}y 7 0] > dyy.
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Distinguish two cases. If d,,; > d,,, then

Prob(wrqdius Nwe # 0] > Problwredius N wi # 0]
> dy 2> dy,
implying the claim.
If d, > dy, then consider the event £ = [h > d,y and € € wyqqius]- In essence, £ is the

event when we include e in the w,44;,s and we can be sure that no edge from w’c is also sampled.

The probability of £ is
fdd:, Proble € wradius | h = x|¢(x)dr = ddlz/ ol l%‘dw
pr— fdd’l)/ %dw
Z d'U - dw/.

Here, I substituted the definitions of the sampling process, and then used that - > 1 from Equa-
tion (4.12).
Whenever w;.qqivs intersects w’c, by definition, we must have that h < d,, (because no edge

¢’ € wg isin Ry, for h > d,y). Thus, the events £ and [Ry, Nwy, # (] are disjoint, and

Prob[R, Nwe # 0] > Prob[[R, Nwg # 0] UE]
= Prob[Ry Nwy # 0] + Prob[€]
> dy + (dy — dyy)
= dy.
The penultimate step used the induction hypothesis as well as the inequality Prob[€] > d,, — d,,

derived above. O
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4.3.2 Comb Sampling

Radius Sampling provides a guarantee that is stronger than needed if we assume an approximating
attacker. Assuming an approximating attacker can be justified by the fact that the joint distribu-
tion is much harder to observe than the marginals, and, even if an attacker knew the full joint
distribution, it is unclear he could take full advantage of this information, since computing the
best path is then an NP-hard problem as can be shown by a reduction from GRAPH 3-COLORING
(included in Appendix A).

If the attacker adds marginal probabilities and chooses a path accordingly, then a simpler
procedure works, which I call Comb Sampling (CS). First, as long as we ensure that the marginal
probabilities of the samples match z, the attacker will choose the s-t path w¢o predicted by
RANGER. Then, we need only ensure that the capture probability on w¢ is d;, which can be done
by never sampling any wgr € {2 that has two edges on w¢. The approach can be conceptualized
as laying the marginals in a row, end to end, and randomly placing a comb onto the row to sample
an wg € Qg.

Let ey, ..., e; be the edges on the attack path (in arbitrary order), and esy1, ..., e,, the re-

maining edges, in arbitrary order. For each 1 < j < m, let X; = > .. x;, and define the

1<j
interval I; = [X;, X; + x;). Because ), x; = r (w.l.o.g.), the I; form a disjoint cover of
the interval [0,7). Now generate a deployment, weomp, as follows: Pick a number y € [0,1)
uniformly at random, and include in weym,p all edges e; such that y + k € I; for some integer

k. In other words, include exactly the edges which “own” the intervals containing the points

v,y + 1, y+2,...,y+r — 1. This samples exactly r edges.
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Theorem 3. Given a marginal distribution over edges e € E, CS will exactly meet the marginal

probabilities, x., for all edges.

Proof. Consider any edge e;, and two cases. If I; C [k, k + 1) for some k (i.e., I; contains
no integer point), then e; is included if and only if £ + y € I;, which happens with probability
|I;| = x;j. On the other hand, if I; = [X;, k) U [k, X; + x;), then ¢; is included if and only if
y+k—1¢€[Xjk)ory+k € [k, X, + x;); because x;, < 1, this happens with probability

(k—Xj)—i-(Xj-i-xj—k):l'j. O

Theorem 3 ensures that the attacker will follow the path predicted by RANGER. Now con-
sider the attack path we = {eq, ..., e }. If 2;21 xj > 1, then for any y, some edge e; € P will
be included, so the attacker is always captured. Otherwise, an edge from w¢ is included if and
only if y < 2321 x;, which happens with probability Z;Zl xj, i.e., the sum of marginals on the

attack path.

4.4 Experiments

I first evaluate the runtime performance of RANGER against other state-of-the-art solution tech-
niques. Then, I examine the quality of the solutions generated based on the sampling methods
discussed. Finally, I compare the performance of RANGER and other algorithms on a real-world

problem by computing policies for use in Mumbai.

4.4.1 Runtime Comparison

First, I evaluate the runtime performance of RANGER against the fastest-known exact algorithm

for solving general Bayesian Stackelberg games, DOBSS [Paruchuri et al., 2008], as well as a
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faster solver for security games, ERASER [Kiekintveld et al., 2009]. DOBSS serves as a bench-
mark, since it provides the optimal solution against exact attackers. ERASER exploits structural
properties that exist in many security domains to create a compact game representation. How-
ever, in order for the solution to be correct, it also requires that defender actions be independent
from each other, which is not the case in this domain, since placing two checkpoints on one path
will violate this. Nevertheless, ERASER serves as another approximate algorithm that runs much
more efficiently than DOBSS, so I compare RANGER’s runtime against it.

In the first set of experiments, I use complete graphs with the number of vertices varying
from 3 to 10 (3 to 45 edges). Every experiment has one source, one target, and two checkpoints.
Figure 4.2a shows scaling of each method’s runtime with respect to the number of vertices. The x-
axis shows the number of vertices in the graph and the y-axis shows runtime in seconds. DOBSS
is only able to solve the problem with up to 6 vertices within the time limit, while ERASER can
only handle up to 9 vertices. RANGER is capable of solving games with 400 vertices within the
time limit (not shown). Figure 4.2b shows the second set of experiments, where I generated 10
random graphs of each edge-size, allowing other parameters to vary, yielding a variety of graph

types for each size. Again the problem quickly becomes intractable for DOBSS.

4.4.2 Quality Comparison

I next evaluate the quality of the algorithms discussed against approximating attackers and exact
attackers. Against approximating attackers, we showed that RANGER’s reward can be achieved
precisely using CS, but CS and RS’s behavior against exact attackers cannot be guaranteed. Thus,
I evaluate their quality against exact attackers here. As a benchmark, I also compare against a

simple Independent Sampling strategy, wherein for each checkpoint, edge e is chosen mutually
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Figure 4.2: Runtimes for RANGER, ERASER, and DOBSS.

exclusively with probability <<. The DOBSS method is only guaranteed to be optimal for exact
attackers, so I check its quality against approximating attackers, labeling these results DOBSS
Marginal.

I generated 1,000 random graphs and compared the results found by DOBSS and RANGER
as well as the attainable reward after using each of the sampling methods. Each graph has a
random configuration of vertices (V| = 3 - 20), edges (5 - 20), checkpoints (1-20), sources

(IS] = 1= (JV| - 1)), targets (1 - [V| — |S

), and targets had defender/attacker favorable rewards
of between 1 and 10 and loss rewards from -1 to -10. Again, games were not necessarily zero-
sum. Games were restricted in size to ensure that DOBSS could efficiently compute an optimal
policy.

For each of 1,000 random graphs, I ran each sampling method on the marginals produced by
RANGER, calculate the actual capture probabilities given the joint distribution, find the exact
attacker’s optimal choice, and calculate the defender’s expected reward. I compare these rewards

against DOBSS to evaluate how far we are from optimal.
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For DOBSS Marginal, I calculate the marginal probabilities from the joint distribution given
and do a optimal-path calculation to determine an approximating attacker’s optimal action and
the corresponding reward for the defender.

For Independent Sampling, the actual probability of capture will be 1 — (1 —p/r)", where p is
the sum of RANGER’s marginal probabilities on the edges on the path P. To see this, recall that
since r checkpoints are placed independently, and the probability that the j*" checkpoint is not

on Pis1—>___pxe/r =1—p/r, the probability that there is no checkpoint on Pis (1 —p/r)".

eeP
Thus, the probability for capture isp’ =1 — (1 — p/r)".

For Radius Sampling, I find all rings R}, and the probability for selecting each. Then, I
calculate the probability of selecting edges within each ring. From these probabilities, I then
obtain the marginal probabilities for each edge; when the conditions of Theorem 2 are violated,
these marginal probabilities might be less than RANGER’s values. Finally, I add the marginal
probabilities on any path to find the actual probability of capture.

For Bucket Sampling, recall that we have a joint probability distribution. For each path, I
determine which joint actions place a checkpoint on the path and sum the probabilities asso-
ciated with these actions. In general, this would be an exponential procedure, since there are
exponentially many possible joint actions and exponentially many paths that must be calculated.
However, Bucket Sampling produces a joint distribution using only O(m) joint actions, making
experiments relatively efficient. In practice, we could randomize the order in which the z.’s are

processed to create a more complex joint distribution, but experimental evaluation would become

computationally infeasible.
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For each of the sampling methods, the value reported is the expected defender reward based
on the exact attacker’s action as determined by the procedures outlined previously. The DOBSS
value reported is simply the expected defender reward calculated by the corresponding MILP.

Independent Sampling performed statistically significantly worse than every other method.
RS was able to meet RANGER’s reported reward even against exact attackers in all but 57 cases,
while CS met it in all but 56 cases. DOBSS Marginal never differed from DOBSS, but we can
do better than DOBSS against an approximating attacker, as RANGER achieved slightly higher
rewards in some cases. Thus, if our assumption about an approximating attacker holds, it would

be beneficial to use RANGER instead of DOBSS.
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(a) Avg reward of games where DOBSS’ reward was not (b) Percentage of games where DOBSS’ reward was not
met met

Figure 4.3: Breakdown by game size.

Figure 4.3a shows rewards averaged across games of each game size. Rewards for larger
games worsen for every technique, since it becomes harder to defend. In Figure 4.3b, I show the
percentage of cases in which CS, RS, and RANGER reward values differ from DOBSS, by the
number of edges in the graph. In all cases shown, the rewards using our sampling algorithms

differed from the DOBSS reward for no more than 8% of the games.
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4.4.3 Mumbai

As areal-world trial, I use my algorithms to create security policies for the southern tip of Mum-
bai, shown in Figure 4.4, which has historically been an area of heavy terrorist activity. The
region is modeled as a graph with 35 nodes and 58 edges. Attackers can potentially enter from
any entry node, chosen based on historical and likely entry points. Target nodes were chosen
based on historical attacks. Four configurations were tested, each with the same set of 5 targets

and varying locations for 4-5 sources. Results are shown in Figure 4.5 .
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Figure 4.4: Example strategy for southern Mumbai.

DOBSS is unable to solve even the simplest case within the 20-minute limit; thus, I in-
clude only Comb Sampling and Radius Sampling’s expected reward, Minimum Cut, as well as

three natural defense strategies, Uniform Random, Entry-Incident and Weighted-Target-Incident.
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Figure 4.5: Mumbai results

Minimum Cut, as introduced by [Washburn and Wood, 1995], contracts all sources into a super-
source and all targets into a super-target and finds the minimum cut on the resulting graph, uni-
formly randomizing resources across it. This effectively ignores target value variation, but is
extremely efficient. Uniform Random places checkpoints uniformly randomly across all edges in
the graph. Entry-Incident places checkpoints on edges incident to entry nodes with equal proba-
bility. Weighted-Target-Incident places checkpoints on edges incident to target nodes, weighted

according to their payoff value. The x-axis labels show the number of checkpoints allowed for
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the instance and the y-axis shows the expected reward. RANGER ran in roughly 0.2 seconds in
all trials.

In all four configurations, the predefined strategies perform substantially worse than Comb
Sampling and Radius Sampling as the number of checkpoints increases. Minimum Cut, which
does not prioritize higher value targets, performs worse than the Uniform Random strategy which
coincidentally places more coverage on higher value targets in this domain because there are more
roads to them.

RANGER actually exploits resources differently and to better effect. For example, in one
configuration, with 2 checkpoints RANGER placed probability on 7 streets, with 10 checkpoints
it used 16 streets, with 20 checkpoints it used 14 streets. Also, note the non-trivial edge selection
evident in the solution shown in Figure 4.4’s. Although I cannot provide guarantees on the per-
formance of Radius or Comb Sampling against an exact attacker in general, the techniques yield
mixed strategies of very high quality in practice that outperform the sensible alternatives explored

here.
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Chapter 5: Game-Theoretic Contagion Blocking in Networks

In this chapter, I introduce the first piece of work pertaining to game-theoretic resource alloca-
tion in networked domains with contagion. Specifically, I present algorithms to calculate game-
theoretic equilibria in contagion mitigation games where one player is attempting to mitigate the
spread of a second player’s influence. Prior work in this line of research include not only game-
theoretic resource allocation but also influence maximization, where the challenge is to select
the optimal set of nodes from which to spread one’s influence [Kempe et al., 2003; Chen et al.,
2010b; Kimura et al., 2010; Leskovec et al., 2007]. Competitive variants have examined the best-
response problem to an adversary’s strategy or action, which is always shown to be NP-Hard, but
have not examined a mutual best-response solution [Bharathi et al., 2007; Kostka et al., 2008;
Borodin et al., 2010; Budak et al., 2011; He et al., 2012]. Therefore, the major contributions of
this work are in opening up a new area of research that combines recent research in security games
and influence blocking maximization and showing that such an approach is feasible despite the
immense challenges in these problems.

The particular application I use as an example in this work is that of counterinsurgency, which
is the contest for the support of the local leaders in an armed conflict and can include a variety of

operations such as providing security and giving medical supplies [U.S. Dept. of the Army and
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U.S. Marine Corps, 2007]. Just as in word-of-mouth advertising and peacekeeping operations,
these efforts carry a social effect beyond the action taken that can cause advantageous ripples
through the neighboring population [Hung, 2010]. I model the interaction as a graph with one
player attempting to spread influence while the other player attempts to stop the probabilistic
propagation of that influence by spreading their own influence. This ‘blocking’ problem models
situations faced by governments/peacekeepers combatting the spread of terrorist radicalism and
armed conflict with daily/weekly/monthy visits with local leaders to provide support and discuss
grievances [Howard, 2011].

After formally defining the problem in Section 5.1, I leverage scalable techniques introduced
in Jain et al. 2010 and formulate a double oracle solution and introduce approximate as well
as heuristic oracles for both players that allow for far greater scalability than a naive approach
in Section 5.2. Section 5.3 introduces a suite of exact, approximate, and heuristic oracles that
can be used to achieve varying levels of guarantees and scalability. Experiments are presented in
Section 8.3 and the chapter concludes with an analysis of the strategies developed by my methods

in Section 5.5.

5.1 Problem Definition

The counterinsurgency domain I focus on includes one party that attempts to subvert the popula-
tion to their cause and another party that attempts to thwart the first party’s efforts [Hung et al.,
2011; Howard, 2011; Hung, 2010]. I assume that each side can carry out operations such as pro-
vide security or give medical supplies to sway the local leadership’s opinion. Furthermore, local

leaders will impact other leaders’ opinions of the two parties. Specifically, one leader will convert
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other leaders to side with their affiliated party with some predetermined probability, giving each
party’s actions a ‘spreading’ effect. Since resources for COIN operations are very limited relative
to the size of the task, each party is faced with a resource allocation task. Hung (2010) models
the leadership network of a single district in Afghanistan (based on real data) with 73 nodes and
notes that recent organizational assignments show that a single battalion operates in 4-7 districts
and divides into 3-4 platoons per 1-2 districts. This translates into 5-30 teams responsible for a
network with 300-500 nodes.

I model the counterinsurgency domain as a two-player influence blocking maximization prob-
lem, which allows me to draw from the extensive influence maximization literature. An /BM takes
place on an undirected graph G = (V, E). One player, the influencer, will attempt to maximize
the number of nodes supporting his cause on the graph while the second player, the mitigator, will
attempt to minimize the influencer’s influence. Vertices represent local leaders that each player
can attempt to sway to their cause, while edges represent the influence of one local leader on an-
other. Note that these leaders do not report to one another and hence an undirected edge provides
an apt representation of their influence relationship. Specifically, each edge, ¢ = (u,v), has an
associated probability, p. , which dictates the chance that leader » will influence leader v to side
with u’s chosen player. Since the graph is undirected, this is also the probability that v influences
v to side with u’s chosen player. Only uninfluenced nodes can be influenced.

In an IBM, the two players each choose a subset of nodes as their pure strategies (wr, wps C
V'), which I will also refer to as actions. Each action is composed of nodes (also referred to
as ‘sources’) where the allowable number of nodes is referred to as the number of ‘resources’ a
player has and is given for each player (|w;| = 77, |war| = rar). Figure 5.1 shows an example

of a pure strategy for one player as the selection of the two nodes, D and F, filled in. The other
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Figure 5.1: Example pure strategy for one player

player would similarly choose a set of nodes on the same graph from which to begin spreading
his influence.

Each node in wy N wjs has a 50% chance of being influenced by each player, while all other
nodes in wy support the influencer and all other nodes in wj; support the mitigator. The influence
then propagates via a synchronized independent cascade, where at time step tg only the initial
nodes have been influenced and at ¢; each edge incident to nodes in wy U wjs is ‘activated’
with probability p.. Uninfluenced nodes incident to activated edges become supporters of the
influencing node’s player. If a single uninfluenced node is incident to activated edges from both
player’s nodes, the node has a 50% chance of being influenced by each player. This process is
detailed in Algorithm 2.

For a given pair of pure strategies, the influencer’s payoff is equal to the expected number
of nodes influenced to the influencer’s side and the mitigator’s payoff is the opposite of the in-
fluencer’s payoff. Denote the function to calculate the expected number of influencer-influenced

nodes as o(wy,wyr). Each player chooses a mixed strategy, p; for the influencer and py; for the
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mitigator, over their pure strategies (subsets of nodes of size r or ;) to maximize their expected
payoff. At equilibrium, each player’s mixed strategy will be a best-response to the other player’s.
The mitigator’s mixed strategy is a policy by which COIN teams can randomize their deployment
each day/week/month, depending on the frequency of missions. The focus of the rest of this work
will be to develop optimal, approximate, and heuristic oracles that can be used in double oracle

algorithms to generate strategies for these influence blocking maximization problems.

Algorithm 2: INFLUENCE PROP.: wy, wys, G = (N, E)

1: E¥ = @, Eactive — @
2T+ {slsewrAs¢wn}, M < {s|s¢wrNs€wy}
3: for {s|s € wy Nwys} do
4: /[ randomly add s to one of the player’s sets
5. RandomAdd(s, I, M)
6: N*™W =TUM
7. while N™¢% =£ () do
8 for {(u,v)|lu € N™" (u,v) ¢ E*} do
9: // activate the edge based on its probability
10: Eective add(RandomActivate((u, v)))
11: E*.add((u, v))
12:  N7"ew =
13: for {s|s ¢ I UM,3(u,s) € E*"} do
14: N add(s)
15: // Add s to appropriate set
16: AddToSet(s, I, M)

5.2 Double Oracle Approach

The most commonly used approach for a zero-sum game is a naive Maximin strategy, shown in
Algorithm 4. In Algorithm 4, Up, is the mitigator’s expected payoff, €27 is the set of all influencer
actions iterated with wy, Q) is the set of all mitigator actions iterated with wyy, and u(wys, wr)
is the utility for the mitigator when actions wy and wj, are played. In this problem, the mitigator

has a utility equivalent to the opposite of the influencer’s which is equivalent to the expectation
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of the propagation process, o(-). That is, u(wys,wr) = —o(wps,wr). The primary constraint
is Constraint 1, which restricts Ur to be no greater than the expected utility achieved by the
mitigator in the worst outcome. pj is the mitigator’s mixed strategy, where pys(was) specifies
the probability associated with action wp, in mixed strategy pys. This linear program, however,
requires precalculating the payoffs for every pair of player actions to instantiate all constraints

before it can efficiently solve for a Nash equilibrium. This naive approach admits two faults.

Algorithm 3: MAXIMIN LINEAR PROGRAM

1

MAXIMIZE Ur

SUBJECT TO:
Vwr€Qr Up< Y. pulww) ulww,wr) (5.1)
wp €L
0 < pmwn) < 1,Vwn € Qi (5.2)
> pulwn) =1 (53)
wp €Q

First, the payoff for a given pair of pure strategies in our problem is computationally in-
tractable to calculate accurately. As shown by Chen et al. (2010b), calculating the analogous
expectation in a basic influence maximization game exactly is # P-Hard. Since influence maxi-
mization is a special case of influence blocking maximization, it is trivial to show that calculating
o(+) exactly is also # P-Hard. The standard method for estimating these expectations is a Monte
Carlo approach that was adapted for the /BM problem by Budak et al. (2011) and which I also
adopt here. It involves simulating the propagation process thousands of times to reach an accurate
estimate of the expected outcome. Although it runs in time polynomial in the size of the graph
and is able to achieve arbitrarily accurate estimations, the thousands of simulation trials required

for accurate results causes this method to be extremely slow in practice.
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Second, the Maximin algorithm stores the entire payoff matrix in memory which can be
prohibitive for large graphs. For example, with 1000 nodes and 50 resources per player, each
player has (lggo) actions. To overcome similar memory problems, double oracle algorithms have
been proposed in the past [Jain et al., 2011a; Halvorson et al., 2009] and form the basis for our

work. More details on the double oracle algorithm can be found in Chapter 2.

5.2.1 Double Oracle: Approximation

Now I prove an approximate double oracle setup that admits a quality guarantee. Denote the
mitigator and influencer’s mixed strategies at convergence as pys and py. Also, denote the mit-
igator’s expected utility given a pair of mixed strategies as uas(par, pr). Assume that the mir-
igator’s oracle, D 4, is an c-approximation of the optimal best-response oracle, Dpg, so that
Dar(pr) > a-Dpgr(pr). The following theorem is a generalization of a similar result in Halvor-

son et al. (2009).

Theorem 4. Let (pyr, pr) be the output of the double oracle algorithm using an approximate

mitigator oracle and let (p},, p;) be the optimal mixed strategies. Then: wun(pnr, pr) > o -

um (Pars P7)-

Proof. Since we know D 4 is an a-approximation, uys(par, pr) = uni(Dar(pr),pr) > o -
un(Dpr(pr), pr)- Since (p},, p}) is a maximin solution, we know that Vo', p : uar(p3y, p7) >

un (Pass P7) = unt (P p7)- Thus: upnr(DBr(p1), pr) > uni(piss pr) > uni(Phys 7). imply-

ing unr (pars pr) > @ - uni (P, P7)- O
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5.3 Oracles

A major advantage of double oracle algorithms is the ability to divide the problem into best-
response components. This allows for easily creating variations of algorithms to meet runtime
and quality needs by combining different oracles together. Here, I present four oracles that we

can combine to create a suite of algorithms.

5.3.1 EXACT Oracle

Solving for a best-response in an influence blocking maximization problem was shown to be
NP-Hard by Budak et al. (2011), but an optimal oracle may be useful when paired with an
efficient second oracle, given the approximation result just shown. The first oracle I introduce is
an optimal best-response oracle. This oracle, which we call EXACT , determines the best-response
by iterating through the entire action set for a given player. For each action, the expected payoff
against the opponent’s strategy is calculated, which requires n calculations of o(-), where n is
the size of the support for the opponent’s mixed strategy. In this oracle, o(-) is evaluated via
the Monte Carlo estimation method, the benchmark technique in influence maximization. This
technique involves simulating the propagation process n times, where n is generally 10,000-
20,000, and using the average propagation of the simulated trials as the estimate. The e-error of
the Monte Carlo estimation exists in the Maximin approach as well, but can be made arbitrarily

small with sufficient simulations[Kempe et al., 2003].
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This oracle can be used for both the mitigator and the influencer to create an incremental,
optimal algorithm that can potentially be superior to Maximin because of the incremental ap-
proach. However, the oracle will perform redundant calculations that can cause it to run slower

than Maximin when the equilibrium strategies support size is very large.

5.3.2 APPROX Oracle

Here I describe approximate oracles that draw from research in influence maximization, compet-
itive influence maximization, and influence blocking maximization. Budak et al. (2011) showed
that the best-response problem for the mitigator is submodular when both players share the same
probability of influencing across a given edge. Thus, a greedy hill-climbing approach that pro-
vides the highest marginal gain in each round provides a (1 — %)-approximation. This is outlined
in Algorithm 4, where MCEst(-) is the Monte Carlo estimation of o(-), py is the current in-
fluencer mixed strategy, and Action() retrieves a pure strategy, wy, and Prob() retrieves a pure
strategy’s associated probability. The Lazy-Forward speed-up to the greedy algorithm introduced
by Leskovec et al. (2007) to tackle influence maximization problems is also implemented, but we
do not show it in Algorithm 4 for clarity.

For the influencer’s best-response problem, we note that given a fixed mitigator strategy, the
best-response problem of the influencer in an /BM is exactly the best-response problem of the last
player in a competitive influence maximization from Bharathi et al. (2007), which they showed
to be submodular. Thus, the influencer’s best-response problem can also be approximated with a
greedy algorithm with the same guarantees. These oracles are referred to as APPROX .

By combining an APPROX oracle for the mitigator and an EXACT oracle for the influencer,

we can create an algorithm that generates a strategy for the mitigator more efficiently than the
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naive one and guarantees a reward within (1 — %) of the optimal strategy’s reward by Theorem
4. An algorithm with two APPROX oracles no longer admits quality guarantees, but the iterative

process still maintains the best-response reasoning crucial to adversarial domains.

Algorithm 4: ApPPROX -DefBR(p,)

1wy =0

2: while |w1u| <rqgdo

33 forn e (N —wy)do

4 U(n) = szeQz pr(wr) - MCEst(wy, wp U {n})
5: n* = argmax,cn U(n)

6 BR = BRU{n*}

5.3.3 LSMI Oracle

I introduce my main heuristic oracle, LSMI, which is also the name of the heuristic it is based
on: Local Shortest-paths for Multiple Influencers (LSMI(-)). This oracle uses APPROX oracle’s
Algorithm 4. However, LSMI(-) is used to replace the MCEst(:) function and provides a fast,
heuristic estimation of the marginal gain from adding a node to the best response. The heuristic
is based on two assumptions: very low probability paths between two nodes are unlikely to have
an impact and the highest probability path between two nodes estimates the relative strength of
the influence. The probability associated with a path is defined as p = [], p. over all edges e on
the path. We then combine these heuristic influences from two players in a novel, efficient way.
The two heuristic assumptions have been applied successfully for one-player influence max-
imization in various forms, one of the most recent being Chen et al. (2010b). As an application
of the first assumption, when calculating the influence of a node, they only consider nodes reach-
able via a path with an associated probability of at least some €. As an application of the second

assumption, Chen et al. (2010b) assume that each source will only affect nodes via the highest
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probability path. To improve the accuracy of this estimation, they disallow other sources from
being on the path since the closer source’s influence will supersede the further source’s along
the same path. I use these ideas as well, but Chen et al. (2010b)’s approach to the critical step
of combining these influences efficiently relies on there being only one type of influence. In a
two-player situation such as mine, there are two probabilities associated with each node, and the
winning influencer depends not only on the probability but on the distance to sources as well.
This ordering effect is a new issue that necessitates a novel approach to influence estimation.
L-Eval(-), described in Algorithm 6, is my new algorithm for determining the expected
influence of the local neighborhood around a given node. LSMI (n,wr,wys) estimates the
marginal gain of n by finding the difference between calling L-Eval(-) with and without n and
replaces the MCEst(-) function in Algorithm 4. For the mitigator oracle, instead of a call of

MCEst(wy, wpr U n):

LSMI(wr,war,n) =L-Eval(V,wr,was U {n}) - L-Eval(V,wr, war),

s.t. V =GetVerticesWithinf(n).

GetVerticesWithinf() is a modified Dijkstra’s algorithm that measures path-length by hop-
distance, tie-breaks with the associated probabilities of the paths, and stores all nodes’ shortest
hop-distance and associated probability to the given node. It does not add a new node to the
search queue if the probability on the path to the node falls below 6. This procedure is outlined
in more detail in Algorithm 5. The overall structure remains identical to Dijkstra’s algorithm, but
distances are now measured with hop-distance instead of summing the weights on edges and a

cut-off is implemented when the probability on the path falls below 6.
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Algorithm 5: GetVerticesWithinf(n)

1. forv e Vdo

2:  hopDistanceTo[v] := infinity
probDistanceTo[v] :=0
Q@.enqueue(v)

: hopDistanceTo[n] := 0

: probDistanceTo[n] := 1

while Q # 0 do

u := vertex in () with smallest distance (by hopDistanceTo)
10:  remove u from )
11:  if hopDistanceTo[u] == infinity then

R e A

12: break

13:  for each neighbor v of u do

14: thop :=hopDistanceTo[u] + 1

15: tprob = probDistanceTo[u] - p(y,v)

16: if £,0, < hopDistanceTo[v] AND %,,,.,;, > 0 then

17: hopDistanceTo[v] := ¢

18: if t,,0p > probDistanceTo[v] then

19: probDistanceTo[v] := ;.01

20: /* Reorder v in Queue, tie-break with probDistanceTo[]*/
21: decrease-key(v,Q)

22: return all v with hopDistanceTo[] less than infinity

In L-Eval(-), V is the set of n’s local nodes and wy/wjs are the influencer/mitigator source
sets. Due to the addition of n, we must recalculate the expected influence of each v € V. First,
determine all the nearby nodes that impact a given v by calling GetVerticesWithind(v). Since only
sources exert influence, we intersect this set with the set of all sources and compile them into a
priority queue ordered from lowest hop-distance to greatest. p; and p;; represent the probability
that the influencer/mitigator successfully influences the given node. From the nearest source, we
aggregate the conditional probabilities in order. If the next nearest source is an influencer source,
then py is increased by the probability that the new source succeeds, conditional on the failure
of all closer mitigator and influencer sources. The probability that all closer sources failed is

exactly pr 4+ par. pa remains unchanged. If the next nearest source is a mitigator source, then
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Figure 5.2: Example network

a similar update is performed. The algorithm iterates through all impacted nodes and returns the
total expected influence.

To illustrate the aggregation calculation, I reproduce the graph from Figure 5.1 again here in
Figure 5.2. Consider node h and assume the influencer has chosen source f and mitigator has
chosen source d. Since influence travels along edges in an ordered fashion, the influence of f
is only possible if d fails to influence h, since d is closer in terms of hop-distance. Thus, the

probability that h is converted into an influencer node is:

(I =pn) - Pr.g) " Plg.n)) (5.4)

In words, the probability is equal to the joint probability that d fails and the influence from f
succeeds in influencing g and then h thereafter. Notice that if the mitigator had a second source
further away, it would be completely irrelevant, since only influencer-influenced nodes contribute

to the payoff determination.
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Although the estimated marginal gain of LSMI can be arbitrarily inaccurate, choosing the
best action only requires that the relative marginal gain of different nodes be accurate. I show in
the experiments in Section 8.3 that LSMI does a very good job of this in practice as evidenced

by the high reward achieved by LSMI-based algorithms.

Algorithm 6: L-Eval(V, wy, war)

I: InfValue=0
2: forv e (V —wr —wys) do
3: N = GetVerticesWithinf(v) N (w; Uwyys)

4 /* Prioritize sources by lowest hop-distance to v*/

5 S =makePriorityQueue(N)

6: pr=0,ppr =0

7:  while S # () do

8 s = S.poll()

9 if (s € wy) then

10: pr = pr + (1 — pr — par)- Prob(s,v), par = pu
11: else /* s must be in wp; */

12: pyv = pu + (1 —pr — par)- Prob(s,v), pr = pr
13: end if

14:  InfValue = InfValue + py
15: return InfValue

5.3.4 PAGERANK Oracle

PageRank is a popular algorithm to rank webpages [Brin and Page, 1998], which I adapt here due
to its frequent use in influence maximization as a benchmark heuristic. The underlying idea is to
give each node a rating that captures the power it has for spreading influence that is based on its
connectivity. For the purposes of describing PageRank, we will refer to directed edges e, ,, and
ey, for every undirected edge between u and v. For each edge e, ., set a weight wy, , = pe /Py
where p, = > _ p. over all edges incident to v. The rating or ‘rank’ of anode u, 7, = ), Wy Ty
for all non-source nodes v adjacent to u. The exclusion of source nodes is performed because u

cannot spread its influence through a source node.
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For my oracles, since the mitigator’s goal is to minimize the influencer’s influence, the mitiga-
tor oracle will focus on nodes incident to influencer sources Ny = {n|n € V' A Jep, m, m € wr}.
Specifically, ordering the nodes of N; by decreasing rank value, the top 7, nodes will be chosen
as the best response. In the influencer’s oracle phase, the influencer will simply choose the nodes
with the highest ranks. Although PAGERANK is very efficient, we should expect its quality to be
low, since the influencer oracle fails to account for the presence of a mitigator and the mitigator
oracle only searches through nodes directly incident to the influencer’s source nodes. I will refer

to oracles based on this heuristic as PAGERANK .

5.4 Experiments

In this section, I show experiments on both synthetic and real-world leadership and social net-
works. I evaluate the algorithms on scalability and solution quality. One advantage of double
oracle algorithms is the ease with which the oracles can be changed to produce new variations
of existing algorithms. This allows me to simulate various influencer/mitigator best-response
strategies and test my heuristics’ performance more thoroughly.

Ideally, I would report the performance of my mixed strategy against an optimal best-response
as a worst-case analysis. However, due to scalability issues with the EXACT best-response oracle,
rewards for larger graphs can only be calculated against an approximate best-response generated
by the APPROX oracle. Unless otherwise stated, each datapoint is an average over 100 trials and
the games created used contagion probability on edges of 0.3, 20,000 Monte Carlo simulations
per estimation, and an LSMI § = 0.001. All experiments were run on machines with CPLEX

12.2, 2.8 GHz CPU, and 4GB of RAM.
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Algo Label | Def. Oracle | Att. Oracle | Nodes R
DOEE ExACT ExAcCT 15 3
DOAE APPROX EXACT 20 3
DOAA APPROX APPROX 100 3
DOLE LSMI EXACT 20 3
DOLA LSMI APPROX 100-200 | 3
DOLL LSMI LSMI 450 20
DOLP LSMI PAGERANK | 700 20
DOPE PAGERANK ExAcCT 40 3
DOPA PAGERANK APPROX 200-300 | 3
DOPL PAGERANK LSMI 1000+ 20
DOPP PAGERANK | PAGERANK | 1000+ 20

Table 5.1: Algorithms evaluated

In addition to the optimal Maximin algorithm, I also test the set of double oracle algorithms
listed in Table 5.1, where Nodes and R(esources) indicate the approximate problem complexity

the algorithm can handle within 20 minutes based on experiments with scale-free graphs.

5.4.1 Leadership Networks

In Hung (2010), a leadership network was created based on real data of a district in Afghanistan
with 7 village areas, each with a few ‘village leaders’ with connections outside the village, and
a cluster of ‘district leaders’ shown in the middle. I recreate the same network, shown in Figure
5.3a and run my algorithms on it. Although not shown, quality as measured against an APPROX
influencer was very similar for all algorithms. Algorithms exceeding 20 minutes are not shown.
Closer examination of mitigator strategies reveals a difference in the oracles’ approach. Since
the PAGERANK mitigator oracle considers only influencer-adjacent nodes with the highest rank,
most of its strategies focus on two high-degree district leaders (neither are maximal degree nodes)
and on a regular member of the highest population Village G. In this graph structure, where sets

of nodes are fully connected, this strategy works very well because the influencer’s best response
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will often be the highest degree district leader and a node in Village G. This approach is more
conservative than LSMI , which directly chooses the influencer’s source nodes since the 50%
chance of wiping out an influencer source provides slightly higher utility. The influencer oracles
all select from the same set of four high-degree nodes. Aside from the highest-degree district
leader and Village G nodes, an additional high-degree village leader far from Village G is also
used. This result suggests that not only connectivity, but also strategic spacing provided by my
algorithms is a key point for the influencer’s target selection.

Experiments varying contagion probability, shown in Figure 5.3b, show LSMI mitigator or-
acle algorithms randomizing over many more nodes at low contagion levels. This occurs because
the influencer’s initial set of nodes accounts for most of his expected utility, encouraging random-
ization over many nodes. PAGERANK ignores this since a given set of nodes is often adjacent
to all sets of influencer-chosen nodes, while LSMI responds by matching the increase node use

directly.
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(a) Network from Hung (2010) (b) Nodes in mitigator strategy

Figure 5.3: Afghanistan leadership network results
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As noted previously, a battalion is responsible for 4-7 districts, so I create synthetic graphs
with multiple copies of a village structure (70 nodes each) and link all district leaders together
to create multi-district graphs. In my experiments, for every district, each player is given 3
resources. Figure 5.4 shows runtime and solution quality against an APPROX influencer best-
response. Since I create the graphs one district at a time, the graph sizes increase by 70 nodes at
a time. The trend in rewards is once again that LSMI mitigator oracle algorithms very slightly

outperform the others. All four algorithms scale to real-world problem sizes.

Leadership Graphs Leadership Graphs
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§ -10
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3 -20
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o
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0 100 200 300 400 500 70 140 210
Nodes Nodes
(a) Runtime (b) Quality

Figure 5.4: Synthetic leadership network results

5.4.2 Random Scale-Free Graphs

Scale-free graphs have commonly been used as proxies for real-world social networks be-
cause the distribution of node degrees in many real world networks have been observed to follow

a power law [Clauset et al., 2009]. I conduct experiments on randomly generated scale-free

!The networks are built using the Barabdsi-Albert network building algorithm and will be referred to as scale-free
networks.
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graphs of various sizes to illustrate both the runtime scalability and quality of each algorithm in
graphs resembling social networks as opposed to leadership networks.

Figure 5.5 shows the results for small scale-free graphs of 8-20 nodes with 3 resources for
each player. The runtime graph, Figure 5.5a shows only the algorithms that exceed 20 minutes for
clarity. The remaining heuristic algorithms’ results all hug the x-axis because they take minimal
time for these graphs. As would be expected, Maximin scales the most poorly and is only able to
handle graphs of up to 11-12 nodes. The approximate algorithm, DOAE improves upon DOEE
and can handle up to 16-17 nodes, but swapping out the APPROX oracle for the very fast LSMI
oracle does not improve runtime scalability very noticeably. This is because although the LSMI
oracle is orders of magnitude faster than the APPROX oracle, the EXACT influencer oracle’s
runtime eclipses both of them, making the improvement irrelevant.

In Figure 5.5b, I show the reward obtained by the mitigator when using the strategies gen-
erated against an EXACT influencer best-response as described earlier. The key point is that the
majority of rewards are indistinguishable from the optimal algorithms. The DOLL algorithm
begins to diverge slightly when the graph nears 100 nodes, but the major exceptions are the algo-
rithms featuring PAGERANK mitigator oracles. Interestingly, DOLP, which uses LSMI for the
mitigator and PAGERANK for the influencer still generates high rewards.

Figure 5.6 shows runtime and quality for larger scale-free graphs of 20-100 nodes with 3
resources for each player. As can be seen, the algorithms featuring the APPROX oracle (DOAA,
DOLA) begin to exceed the 20-minute cutoff near 100 nodes while the remaining heuristic algo-
rithms continue to hug the x-axis because even these games are completed in minimal time. As

discussed previously, due to the inefficiency of the EXACT oracle, I use an APPROX best-response
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Figure 5.5: Scale-free, 8-20 nodes, 3 resources

to calculate a more conservative reward value. Figure 5.6b again shows algorithms with PAGER-
ANK mitigator oracles performing noticeably more poorly than the other algorithms. DOLP is
again very close to the top performers. Note that while this may be due to the APPROX best-
response being used instead of an EXACT best-response, it is very unlikely than an influencer
could perform any better given the hardness of the best-response problem.

Finally, I show very large graph scalability with 100-500 nodes and 20 resources per player
in Figure 5.7. These games can only be handled by algorithms using two heuristic oracles, so
I try all combinations of LSMI and PAGERANK oracles. When two LSMI oracles are used,
the algorithm begins to exceed 20 minutes around 450-475 nodes. However, when even one of
the oracles is replaced with a PAGERANK oracle, the algorithm scales much better. As noted
earlier, DOLP performs very close to DOLL’s quality and here we see that it scales much better,
suggesting that this combination of oracles provides the best blend of runtime scalability and

quality.
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Figure 5.6: Scale-free, 20-100 nodes, 3 resources
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Figure 5.7: Scale-free, 100-500 nodes, 20 resources

5.4.3 Social Networks

To evaluate the performance of my algorithms on social networks, I use the real-world network
commonly used to evaluate influence maximization algorithms: High Energy Physics Theory col-
laboration network (ca-HepTh). I use this graph as an approximation for a general social network
as opposed to the leadership network in the previous section which is hierarchical in structure.

For the experiments conducted herein, I extract randomly generated subgraphs of varying sizes
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each of which is generated so that the degree of included nodes are proportional to their degree

in the actual dataset.
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Figure 5.8: ca-HepTh results

The results shown in Figure 5.8 are very similar to the results from Figure5.6 and 5.7. Unlike
in the leadership graphs, the PAGER ANK mitigator oracle works poorly in social networks, just as
in random scale-free graphs. Simply choosing the highest ranking neighbors may have minimal
effect on the influence of an influencer source because many neighbors will not be interconnected,

which was not the case in leadership networks.

5.5 Strategy Analysis

In addition, three types of variations were explored on scale-free networks in more depth. First, I
varied the size of the graph and kept all other parameters constant. Second, I varied the average
contagion probability in the graphs at three separate graph sizes. Finally, I varied the standard
deviation of the contagion probability in the graphs and again tested these at three separate graph

sizes. All experiments featured a randomly generated scale-free graph, 10 resources per player
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Figure 5.9: Preliminary test, r = 10, avg. = 0.3, s.d. = 0.1

(war,wr = 10), and contagion probabilities on edges that were drawn from a normal distri-
bution. Scale-free graphs were chosen due to their widespread use as proxies for general social
networks and were generated according to the principle of ‘preferential attachment’ as introduced
by Barabasi and Albert 1999. My particular implementation adds edges between existing vertices
and newly added vertices with a probability of p = (deg(v) + 1) / (|E| + |V'])%. 100 trials were
run for every data point shown.

Figure 5.9 shows a preliminary test that was conducted to provide a benchmark for the quality
results. It shows the reward for the mitigator when each of the four algorithms is used as well
as when no mitigator is present as well for graphs of size 80, 160, and 240 and with the average
contagion probability set to 0.3, 0.5, and 0.7. Again, the reward reported is the reward achievable
by an adversary that best-responds to our algorithm’s generated mitigator strategy by calculating

the approximate best-response via the algorithm proposed by Budak et al. (2011). As mentioned,

Zhttp://jung.sourceforge.net/doc/api/edu/uci/ics/jung/algorithms/ generators/random/BarabasiAlbertGenerator.html
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Figure 5.10: Scale-up results, r = 10, avg. =0.3,s.d. =0.1

the graph sizes tested were limited to 260 nodes because for larger graphs even calculating the
approximate best-response outlined above begins to take longer than 20 minutes as well.

As can be seen, all of the algorithms provide at least a 30-40% improvement in reward ob-
tained as opposed to having no mitigator present across all of the cases tested. Since this was
intended as a preliminary justification for the algorithms, I will provide more in-depth analysis of

the solution quality of the algorithms in the following subsections.

5.5.1 Graph size scale-up

The first set of experiments explored the impact of scaling up the size of the graph alone. Specifi-
cally, the more efficient four algorithms (all combinations of the LSMI and PAGERANK oracles)
were run on randomly generated scale-free graphs with 80-260 nodes in increments of 20, with
10 resources and contagion probabilities drawn from a normal distribution A(0.3,0.1). Graph
sizes were limited to 260 nodes because the adversary best-response technique used to determine

the mitigator’s reward became too cumbersome for larger graphs.
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Figure 5.10a shows the impact on runtime as the graph size is scaled up. As can be seen, the
solution technique that features two LSMI oracles (DOLL) requires the longest run time at 40-50
seconds for all of the game sizes tested. Interestingly, there did not appear to be a consistent
increase in runtime as was observed in the other 3 algorithms (each of which had at least one
PAGERANK oracle). This is due to the fact that the runtime depends on the size of the problem
but also on the ability of the oracles to find new, higher-quality pure strategies to add to the
subgame being solved. DOLL features two highly adaptive LSMI oracles and, as evidenced,
tends to generate many more actions for the smaller graph sizes. Thus, although the graphs get
larger, fewer iterations are used, causing minimal runtime increase as the graph size is increased.

The other 3 algorithms were much faster across the board, all requiring less than 30 seconds
with a consistent trend as the graph size increases. DOPL requires more time than DOLP because
of the fact that the mitigator PAGER ANK oracle explicitly adapts to the influencer’s strategy (only
uses nodes adjacent to influencer nodes), while the influencer PAGERANK oracle does not.

Figure 5.10b shows the impact on solution quality as the graph size is scaled up. Unsur-
prisingly, as the size of the graph increases, it becomes increasingly difficult for the mitigator to
block the adversary’s influence spread and the mitigator receives a correspondingly lower reward.
Again, we also observe a large difference between algorithms that use a LSMI oracle for the mit-
igator as opposed to a PAGERANK oracle for the mitigator, with the latter providing much lower
rewards. This is expected, due to the higher sophistication of the LSMI mitigator oracle as was
noted earlier.

Figure 5.11a shows the final number of actions in the mitigator’s action set as the size of the
graph is increased. The action set is defined as the number of actions available to the mitigator in

the CoreLLP phase of the double oracle algorithm and is exactly the number of new best-responses
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Figure 5.11: Scale-up results, r = 10, avg. =0.3, s.d. =0.1

that have been found by the mitigator oracle. In the worst case, this would include all possible
actions in the game, but as can be seen is generally far smaller, making the problem much more
tractable. The influencer’s action set size was always extremely similar if not identical to the
mitigator’s action set size.

Figure 5.11b shows a similar metric and features the number of actions in the support set of
the final mitigator strategy. The support set is the set of actions that have non-zero probability in
the final mixed strategy. Again, the final influencer support set size was always extremely similar
if not identical to the mitigator’s.

As can be seen, both the action set and the support set sizes are much larger with the DOLL
algorithm than for any of the other algorithms. This is due to the sophistication of the LSMI or-
acles as opposed to the PAGERANK oracle. The PAGERANK oracles converge extremely quickly
to a small set of actions and often do not generate new actions in response to new adversary
strategies. This is especially true for the PAGERANK influencer oracle, since the mitigator oracle

actually chooses nodes directly adjacent to the influencer. Thus, even when only one PAGERANK
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oracle is used, the algorithm overall converges quickly. The DOLL algorithm is iterating many
more times than algorithms featuring the PAGERANK oracle, leading to the previous runtime
result with DOLL being far slower than the other algorithms.

Furthermore, the trends seen in both Figure 5.11a and 5.11b show the size of the final action
set and support set decreasing as the graph size is increased. This is due to the fact that as the
graph grows larger, very few actions are useful for the mitigator to use to defend against the
spread of the influencer’s influence. For the influencer, randomization becomes less essential for
the same reason. Thus, both players converge to a very small set of actions for the final mixed

strategy.

5.5.2 Contagion probability: Average

To explore the impact of changing the contagion probabilities on the four algorithms, I tested
three different contagion probability averages for three separate graph sizes. Specifically, I ran
all four algorithms with the contagion probabilities drawn from normal distributions A/(0.3,0.1),
N(0.5,0.1), and N (0.7,0.1). The graph sizes tested were 80, 160, and 240 node random scale-
free graphs with 10 resources allowed per player. I measured the same 4 metrics as in the previous
section: runtime, solution quality, action set size, and support set size.

Figure 5.12a shows the results pertaining to runtime. The z-axis is divided into three sets
of three bars each. Each set represents one setting for the contagion probability average (0.3,
0.5, 0.7) while each bar represents the runtime result for one algorithm. At averages of 0.5
and 0.7, consistent trends can be seen, with larger graphs taking longer and higher probabilities

leading to longer runtimes for algorithms with LSMI oracles. This is because LSMI oracles
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Figure 5.12: Contagion probability average results, s.d. = 0.1

speed up heuristic estimation by calculating only high probability influences, but when contagion
probabilities are higher, this leads to many more nodes that must be processed by the algorithm.

For the case of 0.3, however, the trend is not consistent for the DOLL algorithm. Exper-
iments suggest that with low contagion probabilities, two LSMI oracles continually find new
best-responses to each other’s strategies. This occurs because at low contagion probabilities, dif-
ferent parts of the graph interact minimally and the influencer is able to move to ‘new’ nodes and
entirely avoid the mitigator, resulting in a cat-and-mouse game that requires many more iterations
to converge than when a PAGERANK oracle is used.

Figure 5.12b shows the reward for the mitigator using the same approximate best-response
technique described previously. Unsurprisingly, larger graphs lead to lower reward for the miti-
gator because it is harder to defend. Higher contagion probabilities also result in lower mitigator
rewards for the same reason.

As we noticed in the scale-up experiments, larger graphs lead to fewer actions in the action

set as well as the final support set, as shown in Figures 5.13a and 5.13b. As mentioned, at the
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Figure 5.13: Contagion probability average results, s.d. = 0.1

lowest contagion probability tested (0.3), the action and support set sizes are very large for DOLL,
causing very high runtimes due to the many iterations required to generate the observed action

sets.

5.5.3 Contagion probability: Standard deviation

Next I tested variations of the standard deviation of the normal distribution that the contagion
probabilities on edges are drawn from. Specifically, we ran all four algorithms with the conta-
gion probabilities drawn from normal distributions N'(0.3,0.0), N'(0.3,0.05), A(0.3,0.1) I, and
N(0.3,0.15). These results, however, did not show statistically significant differences in the re-
sults when the standard deviation was changed under the particular parameter settings we tested.
We only show the runtime results in Figure 5.14 to support this claim, but the quality, action set
size, and support set size results all looked similarly homogenous across the different standard

deviations tested.
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Chapter 6: Bayesian Game-Theoretic Contagion

Blocking in Networks

This final chapter on game-theoretic resource allocation extends the previous chapter’s frame-
work by modeling uncertainty in the mitigator’s network knowledge. Specifically, the insurgents
in a counterinsurgency operation are generally an indigenous group that have been in the area for
many more years than the counterinsurgency operatives that are attempting to subvert the insur-
gent influence. As such, it is natural to assume that the insurgents have superior knowledge of
the social network in the area and that the counterinsurgents are at an informational disadvan-
tage. Thus, I assume that the influencer (an insurgent group) has perfect knowledge of the graph
structure, while the mitigator is uncertain about the influence network. In the resulting Bayesian
game, a type of the influencer corresponds to a particular instantiation of the influence graph, and
the mitigator must reason over the distribution over these graphs (i.e., influencer types) in order
to compute an optimal strategy. Given the Bayesian framework, numerous other natural forms of
uncertainty can clearly be modeled beyond the existence of edges.

Researchers that have explored the impact of network perturbations on measures of centrality
and influence spread in one-player maximizations have noted the extreme impact even slight

changes in graph structure can have [Watts and Strogatz, 1998; Kempe et al., 2003; Lahiri et al.,
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2008; Budak et al., 2011; He et al., 2012]. For example, Watts and Strogatz (1998), in their
seminal work on the small-world phenomena noted that adding only a few key edges (‘short
cuts’) was sufficient to cause drastic changes in the infection dynamics. Lahiri et al. (2008),
studying the impact of networks that change over time, found that the top influencers in a given
time step were drastically and unpredictably altered as the network evolved. In addition, previous
work on Bayesian security games has shown that not accounting for even small degrees of payoff
uncertainty can lead to large drops in solution quality [Kiekintveld et al., 2011]. Thus, one expects
strategies generated without modeling most of the uncertainty about graph structure to do far
worse than the optimal solution to the Bayesian game.

After formally specifying the Bayesian game in Section 6.1, I specify an array of models of
uncertainty and graph structures that I experiment on in Section 6.2. Supporting the intuition
of poor performance when ignoring uncertainty, Section 6.3 shows that there are cases where a
mitigator who has incorrect information about a single edge can suffer unbounded loss and that
quantifying the impact of changing a single edge in a given graph is #P-Hard. I also empirically
show that, indeed, under my models of uncertainty, optimal mitigator strategies for different
influencer types are vastly different.

However, while past work has focused on sophisticated algorithms for Bayesian security
games [Jain et al., 2011b; Kiekintveld et al., 2011; Yin and Tambe, 2012], I showcase the op-
posite approach that runs directly counter to what intuition and my initial experiments suggest:
ignoring the vast majority of uncertainty has minimal impact. Specifically, I show through exten-
sive experiments that computing a mitigation strategy based on a game with only a few randomly
sampled influencer types yields near-optimal rewards for widely varied models of uncertainty. I

experiment on 3 different synthetic graph models with and without resource imbalances on both
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sides, 5 models of uncertainty, weighted/unweighted counting of nodes, varied edge weight dis-
tributions, varied graph sizes, varied degrees of uncertainty, and varied degrees of sampling. I
also conduct experiments on two real-world social networks using two different models graph
construction. Results on these over 200 experimental settings shown in Section 8.3 consistently
reveal the same result: simple sampling techniques perform near-optimally. Analysis at the end of
Section 8.3 suggests that past research does not inform the existence of the phenomenon observed,
but that graph structure and the two-player nature of the game play key roles in the robustness
of random sampling. This suggests that even in domains as challenging as this, models which

ignore uncertainty may nevertheless be robust to it.

6.1 Asymmetric Information Game

I model counterinsurgency as a two-player Bayesian zero-sum game situated on a graph in which
two players, the influencer (denoted by I') and the mitigator (denoted by M) compete to maximize
influence over the nodes. Formally, let G = (V, E) be a graph with weighted nodes V' and edges
E, and for each edge (i,j) € E, let p;; be the probability that node i’s opinion will influence
node j. Pure strategies for the mitigator, wps, and the influencer, wy, are as in the previous
chapter, with each player allowed to choose a subset of nodes. Mixed strategies for each player
are denoted pj; for the mitigator and p; for the influencer. Influence propagation again occurs
via a synchronized independent cascade with the utility of the influencer being Uj(wys,wy) =
o(war,wr), where o(wpr,wr) is the expected value of nodes that adopt the influencer’s opinion

following the independent cascade process.
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I now depart from the model in the previous chapter by relaxing the complete/symmetric
information assumption. Specifically, I assume that the influencer knows the actual influence
graph G exactly, while the mitigator is uncertain about its true structure, and only knows the
probability distribution over possible graphs. Let A be an index identifying a particular graph
G, and let us make explicit the dependence of the expected influence on the graph, denoting
it by o(was, wr, A). Finally, denote by P the probability distribution over A, with Py being the
probability that the true graph is the one identified by A. From the mitigator’s perspective, the
influencer’s decision will depend on his type; that is, on the true graph which the influencer
observes. Thus, we can view the influencer’s strategy p; as a function of A, with p}\ denoting

the influencer’s mixed strategy when his type is A. The mitigator’s utility is then Upy (p}\, pM) =

_EANP[U(p}\7 PM, )‘)]

6.2 Models of Networks and Uncertainty

Numerous stochastic generative models for graphs have been proposed to generate synthetic in-
stances of graphs that resemble real social networks [Newman, 2010]; some of the best known
examples are the preferential attachment process, which generates scale-free graphs [Barabasi
and Albert, 1999], and the process of generating small-world networks pioneered by Watts and
Strogatz (1998). Recently, a new generative model, BTER, has been developed, and the au-
thors convincingly demonstrated that this model matches the important properties of real-world
networks, such as the distribution of degrees and clustering coefficients, far better than previ-

ously proposed methods [Seshadhri et al., 2012]. BTER graphs feature a scale-free collection of
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densely clustered community structures (dense Erdos-Rényi subgraphs), which are sparsely in-
terconnected by ‘inter-community’ edges. I conducted experiments on BTER graphs (including
variations in community density and interconnectedness), small-world graphs (Watts-Strogatz),
preferential attachment graphs, and real-world networks from two villages in India. I show results
for BTER graphs and two of the Indian villages here and post the remainder in the Appendix.

I consider several ways to model the mitigator’s uncertainty about the graph:

o Influential Node uncertainty models uncertainty about which nodes are most connected,
motivated by the fact the identity of the most socially connected and influential individuals
is a function of the local culture which is more familiar to the influencer than the mitigator.
Specifically, we start with a baseline graph, then, for each type, choose a set of j nodes and
add k£ new randomly chosen edges from each of these nodes to others. It is important to
note that in BTER graph, these j nodes are the only nodes that can potentially have inter-
community edges under this uncertainty. These inter-community edges are particularly

important in contagion games because they enable the spread of influence across groups.

e Random Edge uncertainty, is the simplest: the mitigator has perfect information about the

nodes in the graph, and is uncertain about which edges out of a given set exist.

o [Inter-community Edge uncertainty, models the mitigator’s uncertainty about a subset of
the inter-community edges (i.e., which edges out of a given set of inter-community edges

exist).

o [nter/Intra-Community Edge uncertainty, models uncertainty about a combination of inter-

community and intra-community edges and addresses the concern that Inter-community
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Edge Uncertainty may provide additional information by being restricted to the critical

inter-community edges.

o Inter-community Edge Set uncertainty, models uncertainty over which set of inter-community

edges exists (i.e., which set of 8 edges exists).

Note that in Inter-community Edge, Inter/Intra-Community Edge, and Random Edge uncer-
tainty, we have a type A for each possible subset of uncertain edges in the graph so the number
of types could be as large as 21| Also, the final three uncertainties, which highlight inter-
community edges, apply only to BTER graphs. Here I only show results for Influential Node
and Inter-community Edge uncertainty and post the rest in the Appendix. The results omitted are
extremely similar to those for Inter-community Edge uncertainty.

The counterinsurgency literature [Hung, 2010] makes clear that military intelligence explic-
itly performs ‘intelligence preparation of the battlefield (IPB)’ to ascertain the structure and dy-
namics of a local population with high fidelity. Therefore, my study focuses on situations with a

generally correct social network in which uncertainty is about the details of the network structure.

6.3 The Challenge of Uncertainty

The first question to ask is whether we can bound the impact of a small amount of uncertainty,
because that may help us bound the total loss of solution quality given some uncertainty. I show
that, in general, ignoring uncertainty can yield a solution that is arbitrarily poor for the mitigator.
Consider the graph shown in Figure 6.1 in which the edge from A to B is uncertain, N > M,
and both players have a single resource. Suppose that the influencer chooses to influence node

A with probability 1. If the mitigator mistakenly assumes the edge does not exist, then his best

90



N Nodes

M Nodes

Figure 6.1: Unbounded loss

response is to influence node C with probability 1, but his actual loss amounts to % as compared
to the true best-response of playing B (%). A similar situation arises when the mitigator assumes
the opposite. Thus, since M is arbitrary, by ignoring the uncertainty of just a single edge the
mitigator can suffer unbounded loss.

The network in the above example is rather artificial, so it is natural to wonder what happens
under a more realistic model of a network and uncertainty. To this end, I investigate the following
empirical question: under our models of uncertainty, if we were to compute an optimal strategy
assuming a single influencer type, how much would that strategy vary for different types? To
answer this, take a Bayesian game with 40 types and compute an optimal mitigation strategy
for each possible influencer type A under the assumption of complete information. This yields a
mixed strategy, Q}/I, for each possible influencer type. Next, select a type b uniformly at random
and measure the fraction of pure strategies in the support of p?\/[ that is different from the pure
strategies in the support of each p% for A # b. In Figure 6.2 I report the average fractional

difference over 20 independent instances of 40-type Bayesian games on 40-node BTER graphs
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Figure 6.2: Comparison of mixed strategies

(edges vary from 130 to 200) with Influential Node uncertainty (more details on our standard
setup will be presented shortly). Note that 1 in this case indicates that the mixed strategy for a
randomly chosen type does not share a single pure strategy with the mixed strategy computed for
any other type. As can be seen here for this instance, and is generally true under this uncertainty,
nearly all instances show minimal overlap in the pure strategies used by each of the type-specific
optimal strategies.

Finally, we turn to the question of complexity, where the result is very clear and very negative.
At a high level, the challenge of efficiently reducing the runtime of computing equilibria in our
setting lies in quantifying the impact of even small changes in the graph structure. If this could
quickly and accurately be determined, then types could be efficiently clustered and bounds could

be placed on the quality loss. The fact that computing the expected influence is #P-Hard [Chen
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et al., 2010b] should already give us pause. Indeed, a simple corollary of this result reveals that

such quantification is intractable in general.

Proposition 1. Computing the difference in expected influence for a given seed set even when a

single edge is added to a graph is #P-Hard.

Proof. Prove this by contradiction. Call the difference function, d(S, G, e), where S is the given
seed set, G = (N, E) is the base graph, and e is the edge to be added. Assume d(-) can be calcu-
lated in polynomial time. Define a graph G’ = (N, ). o¢/(S) can be calculated in polynomial
time. Repeatedly add edges from FE to G’ until G is fully reconstructed, computing d(.S, G, e) in
each iteration. Since the total influence of G'is ) . d(S, G, e), this implies that we have com-
puted influence in polynomial time, since only |E| iterations were executed, which contradicts

that fact that computing the expected influence of a graph is #P-Hard. O

6.4 Double Oracle Algorithm

As in the previous chapter, even though influence blocking is a zero-sum game which can in
principle be solved using linear programming, computing an equilibrium of this game in this
case remains challenging. As before, payoff estimation is #P-Hard [Chen et al., 2010b] and the
strategy sets for both players are exponentially large, making it impractical to store the entire set
of payoff matrix. Novel in this model, however, is that because uncertainty is modeled over graph
instances, the number of influencer types can be exponentially large.

The #P-Hardness problem was addressed in the previous chapter which introduced the LSMI
heuristic which is also used here. While the standard double oracle formulation used in the previ-

ous chapter does not immediately carry over, a variation can serve to alleviate the exponentially
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large action spaces here as well. Specifically, the Bayesian double oracle algorithm introduced
by Halvorson et al. (2009) also iteratively creates the payoff matrix. Instead of a single attacker
oracle, however, we have an oracle for each attacker type and grow each type’s payoff matrix

separately.

Algorithm 7: DOUBLE-ORACLE ALGORITHM FOR BAYESIAN ZERO-SUM GAMES

Initialize M with random mitigator allocations.
Initialize each I, € Z with a random influencer allocation.
repeat
(par, pz) = MaximinLP(M,Z)
M = M U{MitigatorOracle(pz)}
for {\ € A} do
r = {InfluencerOracle(pps, )}
I,=I,Ur
until convergence
return (pg, pq)

R e AR I e

_.
4

Algorithm 7 shows the full double oracle algorithm for Bayesian zero-sum games introduced
by Halvorson et al.. The double oracle algorithm begins by initializing the mitigator and each
influencer type with random actions. This subgame is solved via the call to MaximinLP with
the corresponding mitigator and influencer equilibrium strategies stored in pp; and pz (line 4).
Then the mitigator’s best-response oracle is called to determine the best action against the current
influencer strategy. Then the algorithm iterates across all the influencer type best-response oracles
and generates new actions to add to each subgame. The process then repeats until convergence.

This approach runs into the third and final problem: the exponential number of types. Since
computing a best response for a given type requires a non-negligible amount of computation,
having to do this for every type will simply not scale. To address this, I now show empirically

that simple heuristics actually produce near-optimal solutions.
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6.5 The Power of Simple

The results presented thus far, as well as the intuition from the vast literature on influence max-
imization [Leskovec et al., 2007; Chen et al., 2010b; Budak et al., 2011], suggest that carefully
accounting for our uncertainty about graph structure is crucial to obtaining high quality solu-
tions. Next, I present a small, representative subset of an extensive collection of experiments,
all showing precisely the opposite: we need only to randomly sample a few types from the type
distribution and solve the resulting game as if no other types exist, to obtain solutions that are
nearly optimal. This is quite surprising, particularly since I have already shown, via the example
in Figure 6.1, that ignoring even a single influencer type can yield arbitrarily poor solutions even
with only two types.

All the results below are an average of 20 game instances and were run on machines with
CPLEX 12.2, 2.8 GHz CPU, and 4GB of RAM. Unless otherwise stated, experiments were run
on 40-node graphs (130 to 200 edges), contagion probabilities on edges drawn from a (0.4, 0.2)
distribution, node values varying uniformly from 1-10, each player having two seed nodes (|wps| =
|wr| = 2), and payoffs estimated using the LSMI heuristic introduced in Chapter 5. Monte Carlo
payoff estimations produced similar results but could not be meaningfully scaled. Since an opti-
mal benchmark is necessary, the best-response oracles iteratively evaluate each available action
to determine the best response, rather than using greedy hill-climbing common in the influence
maximization literature. Unless otherwise stated, Influential Node uncertainty selects 3 nodes and
gives each 4 additional edges. Moreover, only these 12 edges could potentially connect commu-
nities, making the chosen nodes not only more connected (average degree, excluding uncertain

edges, varies from 3-5 with maximums of 9), but also incident to the more consequential edges.
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For Inter-Community Edge uncertainty I varied the number of uncertain edges between 1 and 6
(the optimal technique could not scale to more edges). I focus throughout on the mitigator strat-
egy obtained by drawing a random subset of the influencer’s types and solving the game assuming

no other types exist (referred to as Random Sampling).

6.5.1 Experiments

Iptercommunity Edge: 64 Types Inﬂuentlal Node Uncertamty 40 Types

M Optimal o |

0 BRandom Sampling|| | MRandom Sampling||
B0 | |Random Pure | ° | |Random Pure
© @ -
= 20 =
[ B -
X 40 4

-50+

53 4 5 10 15 20 25 30 3 053 4 5 10 15 20 25 30 35

Number of Sampled Types Number of Sampled Types
(a) Inter-comm. Edge (b) Influential Node

Figure 6.3: Reward comparison, BTER graphs

In my first set of results, shown in Figure 6.3, I consider the impact of the number of randomly
sampled types on solution quality (only a combination of BTER and two models of uncertainty
are shown here, as these results exhibit the greatest approximation error from random sampling;
extensive other studies, included in the Appendix, offer even more dramatic support of our ar-
gument). These experiments use the same 40-node games that were featured in Figure 6.2 that
showed pure strategies used by individual types have minimal overlap. The x-axis shows the
number of sampled types, while the mitigator utility is plotted on the y-axis. The key point is
that with only about 2-5 randomly sampled types we obtain a solution that is very nearly opti-

mal, despite the fact that only using a single influencer type yields a relatively poor mitigator
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reward (Figure 6.3b). While results in the optimization literature such as sample average approx-
imation theory [Shapiro and Homem-de Mello, 2000] show that random sampling can converge

exponentially fast to optimal solutions, this “convergence” is uncannily quick.
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Figure 6.4: Type scale-ups

Next, I fix the number of randomly sampled types used to generate a solution at 2, and in-
crease the number of actual types (increasing the degree of uncertainty). The graph sizes were
fixed to 40 nodes. Intuitively, we would expect that the performance of Random Sampling should
degrade significantly as we increase uncertainty by adding types. Figures 6.4a-d are representa-
tive of a broad array of experiments I ran in this space (see Appendix). In addition to considering

several types of uncertainty, I also varied the average contagion probability of edges from the 0.4
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it is by default to 0.1 and 0.7 as well (denoted ConProb = 0.1, 0.7). Perhaps the most surprising
finding in these experiments is that the quality of Random Sampling relative to optimal degrades
very little as we increase the number of types. While I could not compute optimal solutions
for games involving more types, this finding suggests that we may need to sample a decreasing
(rather than a constant) fraction of all possible types as the number of total types increases.

In my final set of results using synthetic graphs, I study the impact of the size of the underlying
network. The number of edges varied from 28 (20 nodes) to 188 (40 nodes) with up to 6 edges
differing between types for Inter-community Edge uncertainty and up to 24 edges for Influential
Node uncertainty (12 new edges per type). Here, I keep the number of nodes/edges about which
we are uncertain fixed, and increase the network size. Consequently, the expectation is that
smaller networks would exhibit significantly greater difference between random sampling and

optimal, since uncertainty involves a greater fraction of the graph. Figure 6.5 shows little evidence
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Figure 6.5: Scale-up of graph size

of this: the quality of simple heuristics relative to optimal is little affected by the fraction of the

graph that is uncertain.
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In all, I studied variations involving BTER, preferential attachment, and small-world gen-
erative models of networks, all five models of uncertainty described previously, and, moreover,
considered numerous variations in the parameter space of all the generative models of graphs and
uncertainty about them, the number of resources that players had, etc. For example, I studied
games in which the mitigator was allowed to initially impact 3 or 4 nodes, while the influencer
was restricted to 2, and vice versa; I varied the density of communities in BTER graphs; varied
the degree of perturbation between types. All these results (see Appendix) exhibit essentially the
same trends that I show here.

Finally, I conducted a set of experiments on a real-world social network dataset released in
2012 that was obtained via survey data in 75 Indian villages.! The survey asked the inhabitants
of the villages a series of questions to ascertain their relationship with other people in the village
(e.g., would you invite him in for tea, do you go to temple with him, would you loan him money,
etc.). From this data, a social network can be constructed by beginning with a complete graph
with edge weights of 0.0, increasing the weight of an edge corresponding to a positive answer
to a survey question by an amount based on the perceived importance of the question, and then
normalizing all weights. More details on the survey questions and the weighting scheme can be
found in the Appendix.

For my experiments, I use the household-level data for two of the smaller villages (8 and
10), because even the double-oracle optimization does not scale to larger networks. The results
in Figure 6.6 use Influential Node uncertainty, and each type now chooses 8 random nodes and

gives each 10 new edges to maintain the same fraction of uncertainty, since the India data sets

1Abhijit Banerjee; Arun Chandrasekar; Esther Duflo; Matthew Jackson, 2011-08, ”Social Networks and
Microfinance”, http://hdl.handle.net/1902.1/16559 UNF:5:4EmgOYAQGaoQugFowckNfA== Jameel
Poverty Action Lab [Distributor] V5 [Version]
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have 77 or 94 nodes and an average degree of 7.7 or 7.4. As the figure testifies, my results are
not an artifact of synthetic graph models that I generate, but can be observed on graphs based on
actual social network data as well. Furthermore, to alleviate concerns that the weighting scheme
may be biased, I also tested alternate weighting schemes with the results virtually identical to

what I show here (see Appendix).
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Figure 6.6: Influential Node uncertainty, Variable-Weight-Scheme

6.5.2 Analysis

The results shown are surprising in their extremity, especially in light of the result presented
previously demonstrating minimal overlap of pure strategies in optimal strategies for individual
types. As mentioned before, Lahiri et al. (2008) found that nodes that generated high influence
spread remained top performers despite graph perturbations in denser networks, but in sparser
networks this was less true. This is not the case in my work, since I have results across a range of
graph densities including sparse scale-free networks and dense BTER graphs. Fibich and Gibori
(2010) note that in their setting, spreading from multiple sources is robust to network structure

perturbations but that spreading from a single resource is highly sensitive to them. In results
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previously shown, both players were given two resources. To examine the validity of Fibich and
Gibori’s claims in my scenarios, | augment my results with scenarios where each player is given
only one resource. For these games, a 40-node BTER graph was used with Influential Node
Uncertainty and the remaining parameters were fixed to the defaults unless otherwise specified
(40 types, 2 sampled types). Figure 6.7a shows scale-up of the number of types sampled and
Figure 6.7b shows scale-up of the number of types in the game. As can be seen, both of these

figures show that even with only one resource, random sampling still performs near-optimally.
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Figure 6.7: Results for games with one resource

While past researchers have found the number of resources and the density of graphs to be
key features, evidence shows that these attributes do not explain the phenomenon exhibited in
my work. Examining my results more closely, two other features appear critical. First, graphs
with a small set of nodes with very high influence spread and a vast majority of low influence
spread nodes are particularly robust to the uncertainties tested (e.g., a sharp power-law distri-
bution or even a steep linear distribution). Second, the two-player game itself is more resilient
to the uncertainties modeled in my work as compared to the one-player variant (i.e., influence

maximization).
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With respect to the influence spread distribution, consider a scale-free graph with 40 nodes.
Figure 6.8 shows the expected influence spread achieved by selecting the given node, sorted
left-to-right from lowest to highest. The black bar shows the expected influence spread of the
node in the base network and the white bar shows one example of expected influence spread in a
perturbed network. As can be seen in the black bar, there is a steep increase in influence spread
with the rightmost nodes achieving rewards of 10-12. Although there is a steady increase in
influence spread of nodes as opposed to a flat majority with a sudden spike, the sheer steepness of
the increase means that introducing uncertainty by adding edges will, with high probability, have
no impact on the identity of the top influencers in the graph. The white bar shows results for a
perturbed network in which three random nodes are given four new random edges (i.e., influential
node uncertainty). As can be seen, the top nodes have hardly changed despite the addition of these
edges. Thus, despite the existence of numerous Bayesian types, the top spreaders remain nearly
constant across all types, implying that the best actions for each player in a randomly sampled
type will also be the best actions for most other types. Thus, with high probability, optimally
solving a random sampling of the types will produce aa near-optimal solution.

Finally, when there is significant change in the top spreaders, the two-player game appears to
be more resilient to the uncertainties modeled as compared to the one-player variant explored in
past works. Consider, for example, a 40-node random scale-free network with 10 isolated nodes
with no incident edges and extremely low node value. To achieve a change in the top spreaders,
we use a variation of influential node uncertainty where we grant a single node 15-20 edges
instead of granting three nodes four additional edges each (maximum degree in networks tested
varied from 7-15). We can then create a game in which we have 10 Bayesian types, each one of

which grants one of these isolated nodes a set of new edges.
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Figure 6.8: Expected influence spread by node, scale-free graphs

In a one-player influence maximization problem with one resource allowed, the optimal an-
swer will be generally be one of the nodes within the connected scale-free network”. However,
when a single type is randomly sampled, the optimal solution to the subgame will often be the
isolated node that was granted new edges in that type. Such a strategy will perform phenomenally
in the single type that it was optimized for, but will perform abysmally in all other cases, yielding
a very low reward overall. This is evidenced in Figure 6.9a, which shows the results for the one-
player influence maximization problem for this game (averaged over 20 trials). Here, random
sampling performs more than 20% worse than optimal. When the same game setup is used for
the two-player game, however, random sampling of even just a single type performs within 10%

of optimal. These results are shown in Figure 6.9b.

2Assuming similar transmission probabilities on newly added edges and sufficient edge density within
communities.

103



Scale-Free Graph - 1-Player Scale-Free Graph - 2-Player

N A B B B
50 - .Optimal
-10- i
: . | |Random Sampling
< g 20}
®©
30r B -25
3 3
12 o -30f
20
_.35,
i !Optlmal 40
~Random Samplin -4 — -
0 | - | L] -50 l —
15 16 17 18 19 20 15 16 17 18 19 20
Number of Edges to Isolated Nodes Number of Edges to Isolated Nodes
(a) One-player game (b) Two-player game

Figure 6.9: Results for scale-free networks

This is even more pronounced when we consider a BTER-style graph with 5 densely con-
nected communities, each with 8 nodes, each unconnected to the other communities. Again, we
add 10 isolated nodes. gain, we can create a game in which we have 10 Bayesian types, each one
of which grants one of these isolated nodes 1-10 new edges (the maximum degree in the networks
tested was 5). As can be seen in Figure 6.10a, as we scale up the number of edges granted there
is a dramatic drop in performance of random sampling in the one-player game as the number of
edges exceeds 4 (nearly 70% worse than optimal at 10 edges). In the two-player variant, however,
we only see a gradual degradation in random sampling’s performance as the degree of network
perturbation is increased, with the worst case being within 11% of optimal.

Thus, the extremely strong performance of random sampling in this setting appears to arise
from a combination of features. In some cases the graph structure results in a large spread be-
tween top influence spreaders and other nodes that is naturally robust to mild uncertainties. In

other cases, the two-player aspect of the game generates additional robustness beyond that of
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Figure 6.10: Results for one- versus two-player game

the one-player game where past researchers have found dramatic changes due to random graph

perturbations.
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Chapter 7: ESCAPES Evacuation Simulator

The previous three chapters introduced game-theoretic resource allocation techniques for opti-
mizing the use of resources in games with networks and contagion. This chapter is the first of
three that discuss my studies into contagion phenomena and begins with my analysis, in sim-
ulation, of the interaction between the contagion of fear in an evacuating crowd and the fear
mitigation effects expected of an authority figure. To accomplish this, I develop an evacuation
simulator, ESCAPES, which incorporates fear contagion and authority figures among other fea-
tures that provide a novel combination of attributes yielding emergent behaviors observed in
evacuation literature. Using this simulation, I provide analysis of fear and escape rates as well as
recommendations for authority figure policies.

This chapter is divided into four sections. First, since the creation of a simulation touches
upon a vast literature unrelated to either game theory or contagion specifically, I include a dis-
cussion of evacuation and pedestrian simulation research in Section 7.1. Second, in Section 7.2 I
describe the individual agent types that are included in the simulation including authority figures,
individual travelers, and family agents. Third, in Section 7.3 I describe the interactive elements
of the simulation including emotional contagion and fear mitigation, the spread of knowledge

about exits and events, and social comparison theory. Finally, Section 7.4 features a series of

106



simulation runs exhibiting numerous emergent trends found in evacuation literature as well as
simulations of a terminal at Los Angeles International Airport. These simulations demonstrate
not only the fidelity of the features modeled but also the use of simulation for authority patrolling

policy recommendations.

7.1 Related Work

Early work in pedestrian dynamics noted the similarity between crowd behavior and well-understood
phenomena observed in physics. These observations led to the development of models based on
fluid-dynamics [Henderson, 1974]. as well as gas-kinetics [Hoogendoorn and Bovy, 2000]. In
these models, pedestrians are represented by particles whose motion is governed externally by
the physical equations for the given medium. Another approach to force-based crowd simulation
is built off the idea of social forces [Helbing and Molnar, 1995]. Instead of being based on the
physical properties of water or gas, social forces represent the attractive and repulsive forces felt
by a pedestrian toward various aspects of its environment. These forces can then be combined
to form an equation for describing the motion of a pedestrian. Yet another approach involves the
use of cellular automata (CA). In CA-based models [Burstedde et al., 2002], the environment is
divided into a grid consisting of cells. At each time step, a cell transitions to a new state based
upon its current state and the states of the neighboring cells. Due to their simplicity, in terms of
both computation and representation, CA-based models have been used extensively to simulate
crowd evacuations[Burstedde et al., 2001; Song et al., 2005; Tissera et al., 2007]. However, in

both forced-based and CA-based models, it is difficult to simulate goal-driven and heterogeneous
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behavior. Thus, the specific crowd phenomenon we are looking at are not typically modeled with
these approaches.

Agent-based models allow for each pedestrian to be modeled as an autonomous entity. Under
this model, pedestrians are represented as agents capable of perceiving and interacting with their
environment as well as other agents. While being the most computationally expensive modeling
technique, agent-based models are capable of a higher degree of expressivity and fidelity. The
ability to represent cognitive information and model complex and heterogeneous behaviors has
opened the possibility for new avenues of research that had not been attempted with previous
methods.

As aresult, there has been a shift toward the use of agent-based models for evacuation simula-
tions. However, much of this research has been focus solely on modeling the physical interactions
between agents[Lin et al., 2010]. The EXODUS' system represents the state-of-the-art for these
systems with versions specifically for various types of large-scale scenarios and additional mod-
ules that can model phenomena such as toxic gas and fire spread. The system does move slightly
beyond physical interactions to include informational aspects such as signage and exit familiarity,
but still does not attempt to use psychologically-based decision-making in their agents.

Despite this trend, there has been some interest in incorporating emotional as well as the in-
formational interactions into agent-based models. The complex relationship between the spread
of information and the spread of emotion was explored from a theoretical modeling perspective
in [Hoogendoorn et al., 2010]. In [Chao and Li, 2010], the effect of communication on collective
behavior was analyzed by simulating riots. The reflection of individual personality traits in the

personality of crowds was studied in [Durupinar et al., 2008]. Work of this nature tends to focus

Uhttp://fseg.gre.ac.uk/exodus
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on modeling a small subset of emotional and information interactions with a high level of fidelity.
A comprehensive approach is presented in [Pelechano, 2005] focuses on creating agents with so-
phisticated psychological models. My research is less concentrated on individual agents and more
concerned with the interactions between agents and the resulting group dynamics. Additionally,
ESCAPES is focused on a different set of domains including airports, malls, and museums. To
accurately represent these types of environments, it is particularly important to model the influ-
ence of families, emotional contagion, social comparison, and spread of knowledge, which past

work has not cohesively addressed.

7.2 Agent Design

The ESCAPES system is a two-part system comprised of a 2D, OpenGL environment based in
the open-source project OpenSteer? and a 3D visualization component using Massive Software?.
The 2D module consists of agents as described below, outputting their physical and behaviorial
information into files that are then imported into customized Massive extensions to generate 3D
movies of the scenarios. The 2D module can be used for efficient statistical analysis of different
security policies. As mentioned previously, the 3D visualization is a key component for airport
security officials, as it provides a superior training medium to their current tools. Screenshots
in Figure 7.1 show the children models as well as some people running in different directions

(denoted in the white circle) when an evacuation begins. Here we describe the architecture of

the 2D module, first introducing the individual traveler agent, then detailing two special agent

Zhttp://opensteer.sourceforge.net
3http://www.massivesoftware.com
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categories (families, authorities), and finally discussing interaction level dynamics (spread of

knowledge, emotional contagion, social comparison).

Figure 7.1: ESCAPES 3D visualization

7.2.1 Individual Travelers

All agents share a common architecture based in a BDI framework, possessing varying degrees
of knowledge about the world and their neighbors. Each agent has access to a subset of the
14 available behaviors, any one of which may be active at a given time, where the behavior
is selected via a probabilistic weighting scheme. The weighting scheme is a combination of 6
‘Cognitive Mechanisms,” each of which prioritize some of the agent’s desires. For example, there

is a Cognitive Mechanism that prioritizes the basic desire of an agent to ‘Wander’ through his
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environment or ‘Shop’ in the stores. On the other hand, there is another Cognitive Mechanism that
prioritizes an agent’s desire to survive by evacuating through an exit once an event has occurred
via one of the escape behaviors (‘Run to Nearest Exit’, ‘Run to My Exit’, and ‘Search for Exit’).
During execution of these behaviors, individual travelers may move at integer speeds from 0 to 3.

Each agent also has specific levels of emotions and information about the environment. Stud-
ies have shown that emotional stress causes changes in decision-making and may even cause
someone to forget where he/she entered a building from [Chertkoff and Kushigian, 1999]. Com-
bined with the incomplete knowledge of a person that is in a place for the first time, which occurs
extremely frequently in the airport scenario that I model, an evacuation suddenly becomes much
more difficult to manage. Thus every agent has a fear level, an event certainty level, as well as a
list of known exits. A more extended discussion of these attributes will take place in Section 7.3,
but we briefly mention their implementation here first.

Fear is modeled as an integer value between 0 and 2 (FearFactor), 0 indicating that the agent
has no fear. Higher levels of fear lead to higher movement speeds to get out of the area as soon as
possible. Each agent’s fear is a result of a number of factors such as their proximity to the event,
the presence of authority figures nearby (as a result of documented impact of authority figures on
evacuees [Diamond et al., 2010; Smith and Ellsworth, 1985]) and the level of fear in neighbors
and family members (as a result of contagion [Hatfield et al., 1994]).

Event certainty is modeled as an integer value between 0 and 2 (EventCertainty), designating
how aware the agent is that an event has occurred and that, therefore, an evacuation is necessary.
An event certainty level of 2 is generated only by people close to the event, who immediately run

directly away from the event before beginning active exiting behavior. Further away agents may
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have 1, which immediately triggers exiting behavior. Agents furthest away have an EventCer-
tainty of 0 and continue their normal behavior, as they are unaware of any need to evacuate. Each
agent’s EventCertainty level is dictated by their proximity to the event, the presence of author-
ity figures nearby that would inform them of the event, and the event certainty of neighbors via
the Spread of Knowledge mechanism discussed in Section 7.3.1. The importance of uncertainty
about an event has been noted in evacuation literature as a major cause of delay and, therefore,
casualties [D.S.Mileti and J.L.Sorensen, 1990].

Exit knowledge is modeled as a binary value indicating whether or not an agent knows about
a given exit. Given a list of known exits, if an agent decides to evacuate, he will choose the
nearest one. Exit knowledge is dictated by where they entered from, a random chance to forget
that exit, and the presence of authority figures nearby that would inform them of exits. A person’s
knowledge of exits are clearly of paramount importance in any evacuation situation, especially in
airport scenarios where many people are first-time visitors and are unaware of the environment

layout.

7.2.2 Family Agents

Evacuations in some environments pose additional challenges as a result of the population present.
In the airport scenario that we focus on, families have been identified as an important facet of the
environment that must be modeled to more realistically portray the situation [Diamond et al.,
2010]. One can see how this might differ from the evacuation of an office building where only
knowledgeable adults are present. For instance, children often rely on their parents to lead them
and parents will undoubtedly seek out each other and their children before exiting, oftentimes

disobeying authority instructions [Proulx and Fahy, 2008].
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I model the presence of family units composed of 2 parents and 2 children with behaviors and
cognitive mechanisms not applicable to general agents. Prior to an evacuation, children usually
execute the ‘Follow Parent’ behavior, except occasionally executing the ‘Drag into Shop’ behav-
ior which leads their parents into nearby stores that they find interesting. To enhance realism, we
also restrict children to slower movement speeds (maximum of 2), which parents leading them
will inevitably match. Parents that are not with their children heavily prioritize finding them via
the ‘Find Child’ behavior, and put some emphasis on the ‘Find Other Parent’ behavior (they may
also Wander or Shop). When an evacuation occurs, however, parents immediately seek each other
out to gather the family together before proceeding to an exit, as has been shown to occur in real
evacuations [Proulx and Fahy, 2008]. After an evacuation is underway, children will no longer

execute the ‘Drag into Shop’ behavior, resorting exclusively to ‘Follow Parent’.

7.2.3 Authority and Security Agents

Studies have shown that some authority figures have a very strong calming effect on people in
an evacuation situation [Smith and Ellsworth, 1985]. This can come through implicit calm at
the sight of other people that appear calm via emotional contagion and may be enhanced due to
the uniformed authorities having a stronger contagion effect due to their leadership role [Hatfield
et al., 1994]. Also, by simply being there everyday, authorities know the environment and are
trained to properly direct people to the nearest exits in the event of an emergency.

In my simulator, under normal conditions, authority agents ‘Wander’ or ‘Patrol’ the environ-
ment. After an event occurs that necessitates an evacuation, all authority figures switch to ‘Patrol’

in an attempt to inform everyone of the event and where nearby exits are located. I also set the

113



FearFactor of authority figures very low and keep it constant to mimic well-trained security per-
sonnel that can maintain a level head in volatile situations. The calming effect they have on other
agents is modeled by overriding nearby agents’ FearFactor with the authority figure’s FearFactor.
The practical effect of this is to slow agents down (since FearFactor directly impacts travel speed),
which may increase the total evacuation time, but also reduces the severity of colliding and the
level of chaos. Also, authorities know all exit and event locations and pass this information to

agents that are nearby.

7.3 Agent Interactions

With the existence of crowds, agent interactions are a fundamental aspect of the ESCAPES evac-
uation simulation. Thus, I base the agent interactions on existing evacuation and social psychol-
ogy research. I incorporate a realistic ‘Spread of Knowledge’ of events and exits, an Emotional
Contagion module to model the infectious nature of emotions, as well as a social comparison

component to capture people’s mimicry of others.

7.3.1 Spread of Knowledge

As mentioned, while unimportant for office building or railway station simulations, realistic
knowledge spread to model the behavior of first-time visitors is a necessary component in an
airport simulation. Thus, I model the spread of two types of knowledge in our system: Exit

Knowledge and Event Knowledge.
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7.3.1.1 Exit Knowledge

People entering an environment for the first time will possess incomplete knowledge of exit lo-
cations. Thus, they must rely on authorities, signs, and following the crowd to make their way
towards the nearest exit if there is one closer than the one they entered from. It has been shown
that in times of high emotional stress, people even forget where they entered [Chertkoff and
Kushigian, 1999].

ESCAPES includes this level of realism, giving agents knowledge of their entry location and
a random chance that they forget this knowledge. In contrast, authority figures begin with and
maintain full knowledge of all exit locations and pass a limited subset of this to nearby agents
to simulate their redirection of passersby to the nearest exits. Also, family members will inform
each other of exits they find out about, but otherwise, agents do not communicate exit knowledge
to each other. Agents are also able to use the ‘Search for Exit’ behavior to find a way out on their
own or some may choose to simply follow nearby, similar agents via the SCT module’s ‘Follow

Most Similar Agent’ behavior.

7.3.1.2 Event Knowledge

In real emergency situations, pre-evacuation delay has been cited as a major cause of slower
evacuations and, therefore, deaths [D.S.Mileti and J.L.Sorensen, 1990; J.L.Bryan, 2002]. This
delay is largely due to a lack of knowledge about the emergency, both in disbelief of the severity
of the situation as well as a desire to find out more about what has occurred. Pre-evacuation
delay has been noted to persist despite verbal warnings and physical cues in the environment

[J.L.Bryan, 2002].
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In ESCAPES, agents that are near the event as it occurs will have full knowledge of what has
occurred, whereas agents far away have no idea are unaware that anything is wrong. As civilians
pass each other, they communicate their level of certainty to each other, raising awareness of the
situation. As civilians become more aware, they are more likely to run towards the exit as their
self-preservation desires take precedent over all other desires.

Authority figures are assumed to instantly know when something has occurred, simulating an
immediate radio notification from central security personnel. This does not necessarily translate
into an immediate announcement to the general public, since oftentimes the appropriate response
is not immediately obvious. Authority figures also communicate their certainty of the event to

nearby agents, mimicking an actual authority figure telling people to evacuate.

7.3.2 Emotional Contagion

Emotional contagion is the effect of one person’s emotional state on the emotional state of people
around him/her both explicitly and implicitly [Hatfield et al., 1994]. It has been observed in
families, small-scale interactions as well as large crowds [Forgas, 1990; Hatfield et al., 1994].
Researchers continue to develop theories on the phenomenon and are still exploring the various
factors that are believed to influence the level of contagion as well as its effect on decision-
making.

In an evacuation scenario, fear abounds, due both to uncertainty of the situation as well as
concern for one’s own safety [Smith and Ellsworth, 1985]. As a result of emotional contagion,
bystanders that are unaware of the event may develop otherwise inexplicably high levels of fear as

well. Their subsequent decisions and behaviors as a result of this ‘inherited’ fear have not been
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explored in the context of a crowd or evacuation simulation. We therefore propose a baseline
implementation and analysis of a model of emotional contagion.

Specifically, there are two components that spread emotions amongst agents. First, as agents
pass by each other, they inherit the highest level of fear of neighboring agents. This is the base-
line emotional contagion model that conforms with a theory of emotional contagion in which
the highest level of emotion is transferred to all surrounding agents and inherited at full effect
[Hatfield et al., 1994]. Second, as agents pass by authority figures, their level of fear is reduced
to the authority figure’s fear level. This simulates the implicit and explicit calming effect of au-
thorities and conforms with a theory of emotional contagion that allows for specific agent types
to reduce the level of emotion of surrounding agents (e.g., an agent that is greatly respected by

all surrounding agents [Hatfield et al., 1994]).

7.3.3 Social Comparison (SCT)

Social Comparison Theory [Festinger, 1954] is a social psychology theory, initially presented by
Festinger. It states that humans, when facing uncertainty, compare themselves to others that are
similar to them, and act towards reducing the differences found. Social comparison is consid-
ered a general cognitive process, which underlies human social behavior. During emergencies,
individuals face greater uncertainty, and thus the weight of social comparison in human decision-
making is increased [Kulik and Mahler, 2000].

I find the utilization of the computational model of social comparison [Fridman and Kaminka,
2009] helpful in developing agents with the social skills that are crucial to the accurate simulation

of different crowd behaviors. The SCT computational model can be used, for instance, by agents
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who wish to urgently exit an area. If they do not know the location of a close exit, they may turn
to mimicking others hoping that they will lead them to safety.

For the simulation, SCT was implemented as follows. First, the agent compares itself to oth-
ers around it by measuring the similarity in a set of features, including speed, emotional state,
distance, etc.. The similarity values are combined, and the agent that is most similar (within
bounds) is selected. The agent executing SCT takes actions to reduce dissimilarities to the se-
lected agent. In this simulation, SCT increases the tendency to mimic someone else’s behavior,
whereas emotional contagion transfers emotions regardless of what different behavior will be

chosen based on it.

7.4 Evaluation

I conducted extensive testing using a generic scenario to evaluate the impact of the emotional and
informational phenomena modeled in ESCAPES. The scenario takes place in a generic airport
setting consisting of 2 gates, 3 hallways, and 14 shops. There is an exit in each gate as well as
the end of one of the hallways. Unless otherwise noted, the experiments for the generic scenario
feature the following: 100 travelers which includes 10 families, 10 authority figures, emotional
contagion, spread of knowledge, and social comparison. Simulated evacuations are typically
evaluated by examining the rate at which people evacuate. While, evacuation rate is obviously
important there are other metrics which can also provide insight as to how an evacuation pro-
ceeded. In Sections 5.1-6, we analyze the results from these experiments using the metrics which
best highlight the effect of the various phenomena. Additionally, I modeled Tom Bradley Inter-

national Terminal at Los Angeles International Airport and ran proof-of-concept tests on this to
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evaluate performance on a real domain. A description of the scenario and accompanying results
is provided in Section 7.4.7

In all of my experiments, an event occurs during the 14th time step and travelers have until the
300th time step to evacuate. It is assumed that by this time, airport officials will have managed to
coordinate in response and issue a general order to evacuate through their emergency broadcast

system. All the results in this section have been averaged over 30 independent simulations.

7.4.1 General Testing

As mentioned in previous sections, current evacuation simulators tend to focus on the physical
interactions of agents. The agents in these simulations are typically homogeneous, rational, and
omniscient. In contrast, ESCAPES agents are heterogeneous, emotional, and limited in both
knowledge and perception. In Figure 7.2, I compare the evacuation rates from simulations in
which the population of travelers is modeled as homogeneous, omniscient agents to those in
which the population is modeled as ESCAPES agents including authority figures and families.
The y-axis represents the percentage of travelers who have yet to evacuate. This percentage will
decrease over time and the slope of the line signifies the current rate at which travelers reached
safety. For example, after 85 time steps we can see all travelers have evacuated in the physical
interaction model whereas 25% of travelers have yet to evacuate in the physical, emotional, and
informational model.

When modeling omniscient agents, simulations consist of travelers with complete knowledge
who are not influenced by their emotions. The only relevant interaction between travelers occurs
when there is congestion due to an area becoming overcrowded. When the event occurs, all trav-

elers are able to perceive it instantaneously and begin to head for an exit. We see a steep decline
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in the number of unevacuated travelers, as those close to an exit evacuate rapidly. There is then
a temporary decrease in the rate of evacuation as those travelers who were far away from an exit
rush towards it. Once those travelers start reaching the exits, the rate of evacuation picks up again
until everyone has evacuated. While these models can provide a good first order approximation,
they fail to capture much of the underlying complexity present in evacuations.

With travelers who are more realistic, the evacuation rate is slower. This is due to a multitude
of factors such as families taking time to find their loved ones, travelers never learning about
the event, or travelers having limited knowledge about exits. Unlike when travelers are modeled
as omniscient agents, situations arise with ESCAPES agents where there are travelers who are
unable to evacuate in time. However, it is important to examine these situations because it is
exactly these scenarios where the potential for danger is greatest were they to occur in real life.
Models using omniscient agents provide best-case scenarios and a lower bound on evacuation
times. While this information is useful, a system that is capable of modeling unforeseen worst-

case scenarios, such as ESCAPES, will be more effective as a training and policy-making tool.

7.4.2 Families

Studies have shown that the presence of the families results in slower evacuation times [Proulx
and Fahy, 2008]. I tested the effect of families on evacuation rate by comparing the results
from simulations with varying numbers of families. Figure 7.3 shows that increasing the number
of families slows the overall rate of evacuation. After 85 time steps, simulations starting with
10 families had 30% of travelers remaining, whereas the simulations with 5 families had 15%
remaining, and simulations with no families had only 5%. This slow down is a consequence

of two main factors. First, instead of heading towards a known exit immediately upon learning
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Figure 7.2: Effect of Modeling Physical, Emotional, and Informational Interactions on Evacua-
tion Rate

of the event, parents first seek out the other members of their family. As a result, parents will
often ignore known information and perform actions which are suboptimal from an individual
perspective. Second, once family members have found each other, they stay grouped together.
Due to children moving more slowly, as mentioned in Section 7.2.2, family units move slower

than typical travelers.

7.4.3 Emotional Contagion

The spread of emotions through crowds as a result of emotional contagion has been well-documented
[Hatfield et al., 1994]. In the simulations, emotional contagion is used to propagate fear. Travel-
ers with high levels of fear pass on their FearFactor to travelers with lower levels of fear. Higher
values of FearFactor activate a flight response in travelers. At the crowd level, this phenomenon

causes travelers to collide into each other. The overall number of collisions can then be view be
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Figure 7.3: Effect of Families on Evacuation Rate

as a measure of the level of chaos in an evacuation. By modeling emotional contagion, we would
expect to see an increased levels of fear which in turn will produce a higher number of collisions
between travelers.

To isolate the impact of emotional contagion we ran experiments without authority figures.
Without the calming influence of authority figures, there is nothing to impede the dissemination
of fear through emotional contagion. Specifically, I compared the number of high-speed colli-
sions that occurred over the course of an evacuation both with and without emotional contagion.
High-speed collisions are defined as collisions that occur while a traveler has a speed of 2 or
greater. Focus is placed on these collisions as they are more likely to cause injury or falls in
real evacuations. When emotional contagion is modeled, evacuations average 6932 high-speed
collisions, whereas evacuations without emotional contagion average 2701 high-speed collisions.
From these results, we can see that modeling emotional contagion results in more chaotic evacu-

ations with an increased number of high-speed collisions.
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7.4.4 Spread of Knowledge

Agent-based evacuation simulations often start after an incident has occurred and assume that all
agents are instantaneously aware of the need to evacuate. ESCAPES is geared towards domains
where this is likely not the case. It is then important to model how knowledge of an event would
spread throughout a crowd. In the simulations, EventCertainty represents the level of a traveler’s
knowledge of the event. Higher values of EventCertainty reflect greater knowledge about the
event. The average EventCertainty over all unevacuated travelers is a good way to measure the
level of knowledge of those who are still in danger.

In Figure 7.4, I contrast my model for the spread of knowledge against a model in which
instantaneous knowledge is assumed. The y-axis represents the average EventCertainty for all
unevacuated travelers, while the x-axis represents the time step. With instantaneous knowledge,
travelers are able to fully perceive the event immediately after it occurs regardless of where
they are situated in the environment. Accordingly, the average EventCertainty jumps from 0
(no knowledge) to 2 (full knowledge) and remains at this level for the duration of the simula-
tion. When knowledge is spread, the situation is much different. Immediately after the event,
EventCertainty is low as only the travelers close by know that is has occurred. As time passes,
knowledge of the event propagates through the crowd as travelers with information disseminate
it to their neighbors. As a result, EventCertainty rises until it reaches a point where almost all
travelers are fully aware of the event. From this point, EventCertainty decreases as travelers with
knowledge of the event are able to evacuate leaving an increasingly higher proportion of travelers

who are unaware of the event.
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Figure 7.4: Effect of Knowledge Tranfer on EventCertainty
Throughout the evacuation, authority figures are patrolling for travelers to inform. However,
if a traveler is particularly isolated they may never come into contact with an authority figure.
Instantaneous knowledge is a common assumption in agent-based evacuation models, but humans
are not omniscient. In comparison, my model for the spreading of knowledge provides a more

realistic approximation of knowledge diffusion through crowds.

7.4.5 Authorities

Authority figures have been shown to exhibit a calming effect over crowds [Smith and Ellsworth,
1985]. In the simulations, authority figures always have a low level of fear (FearFactor=1) and
the highest level of knowledge about the event (EventCertainty=2). They then help to calm the
crowd by passing these values onto all travelers they come into contact with. Thus, the presence

of authority figures in the simulations should result in a lower level of fear among travelers. We
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can use the percentage of unevacuated travelers with the highest level of fear (FearFactor=2) as
an inverse measure on the ability of authority figures to calm the crowd.

Figure 7.5 shows the effect of varying the number of authority figures on the FearFactor of
travelers over the course of the evacuation. The y-axis represents the percentage of unevacuated
travelers with FearFactor=2. Initially, there are no travelers with FearFactor=2. At the 15th time
step, the percentage increases to include all travelers close to the event. This percentage con-
tinues to climb as a result of the contagion effect until it reaches a maximum between the 35th
and 50th time steps. As time progresses, the effect of emotional contagion is balanced out by
the influence of authority figures and the successful evacuation of travelers with FearFactor=2.
From the results, we can see that increasing the number of the authority figures results in a lower
percentage of travelers with FearFactor=2. With 6 authority figures, the percentage of travelers
with FearFactor=2 reaches a maximum of 47%, whereas simulations with 8 and 10 authority fig-
ures reach maximums of 36% and 27%, respectively. Given that authority figures are distributed
evenly, this is a logical result, as more authority figures provide for better spacial coverage. This
in turn, increases both the likelihood and speed in which authority figures will inform travelers
about the event. Thus, I have shown that authority figures in the simulations display a calming

effect on travelers and increasing the number of authority figures only strengthens this effect.

74.6 SCT

It has been observed that Social Comparison leads people in close proximity to mimic the actions
of the those around them [Festinger, 1954]. In a crowd setting this would logically result in
a grouping effect. The phenomenon of grouping within crowds has been well documented in

research on pedestrian dynamics [Helbing et al., 2000]. To measure the prevalence of localized
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grouping in the simulations, I introduce the notion of connectivity. A traveler’s connectivity is
equal to the number of neighboring travelers plus one. Travelers are considered to be neighbors
if they are within a specified distance of each other. Thus, a traveler with a connectivity of 1
is considered to be isolated. As connectivity is a measure of grouping, we would expect to see
an increase in the overall level of traveler connectivity by modeling Social Comparison. The
impact of Social Comparison on the average connectivity of all unevacuated travelers can be seen
in Figure 7.6. Connectivity, both with and without Social Comparison, rises in the moments
leading up to and following the event. Without Social Comparison, the level of connectivity
then steadily drops as travelers begin to disperse and exit the terminal. This continues until the
average level of connectivity reaches 1, which represents travelers being isolated. With Social
Comparison, the level of connectivity declines at a much slower rate before also reaching 1.
These results indicate that Social Comparison increases the level of connectivity and thus the

amount of grouping displayed by travelers.
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Figure 7.6: Effect of SCT on Connectivity
7.4.7 Los Angeles International Airport

Finally, I modeled the Tom Bradley International Terminal (TBIT) at Los Angeles International
Airport as a realistic test scenario for ESCAPES. The scenario is approximately 55 times larger
than the test case used in Section 7.4. Ideally, I would have liked to experiment on the full
scenario and compare results with data from LAX, however, such data is not available. While
lack of data is a major issue for most simulations in academia, the security domain presents an
added level of difficulty due to confidentiality and national security concerns surrounding such
data. Thus, for the tests in this section, I focused on one end of the terminal (the hallway and two
gates, with one exit in each gate) and examined the impact of various authority policies with the
aim of generating policy recommendations. I used 200 pedestrians, including 20 families of four,
variable number of authorities, and two exits as the default case.

As a baseline test, I first ran experiments to examine the impact of increasing the number of
authority figures as well as removing one exit from the scenario. We would expect that increasing
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Figure 7.7: Effect of adding exits and authorities

the number of authority figures creates a calmer evacuation and removing an exit creates a more
chaotic evacuation as more people squeeze towards fewer exits. Figure 7.7 shows the number
of collisions (in thousands) under different parameter settings, where the number indicates the
number of authorities in the setup and More/Less indicates whether an exit was added or removed
from the base scenario. Higher bars indicate a more chaotic evacuation. All differences within
a single authority setting, with the exception of 2-authority More vs 2-authority Normal, were
statistically significant. As can be seen by the fact that the results are higher as we move to the
right within a single authority setting, fewer exits lead to more chaotic evacuations. Comparing
across authority settings, all differences within a single exit setting were statistically significant,
with the exception of 4-authority vs 6-authority Less. As can be seen, fewer authorities leads to
more chaotic evacuations as well. Both of these results are in line with expectation.

Next, as per security officials’ interest, [ examined the impact of having more authority figures

to aid in recommending how many are needed to safely evacuate this space. Figure 7.8 shows
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Figure 7.8: Effect of more authorities

the number of collisions over the course of the evacuation (in thousands), with the number of
authorities listed on the z-axis. t-tests revealed that settings of more than 8 authority figures
did not produce statistically significantly different results from the 8-authority case. This result
implies that for this particular space, using more than 8 authorities would not produce better
results.

I also ran tests with an alternate patrolling strategy. The default strategy is to proceed to a
randomly chosen ‘patrol point’, the list of which is predefined to be the corners of each area in the
scenario. The alternate strategy I tested was to have authority figures patrol the perimeters of the
waiting areas and hallways. Results pertaining to the number of collisions were not statistically
significantly different, implying no benefit to either strategy. However, further analysis revealed
another trend.

Specifically, I looked at what percentage of the population would be reached by patrolling
authorities on average within the first 300 time steps of the simulation. Figure 7.9 shows the

percentage of people that were reached by authorities within 300 time steps. I show only the
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Figure 7.9: Effect of alternate patrol

case of 6 authority figures, but all like comparisons showed the same results (although varying in
degree of the difference). Namely, the alternate strategy lines were always steeper at the beginning
of the evacuation, but flattened out, implying that initially the alternate strategy was superior,
but as fewer and fewer people remained, the point-to-point strategy was superior. Patrolling
the edge of the room is effective to reach agents on the outskirts and more evenly distributes
authority figures, but due to the large size of the waiting areas, crossing the room to reach different
corners ultimately covers more ground. These results imply that a coordinated authority policy

that intelligently covers the ground would be superior to both.
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Chapter 8: Empirical Study of Emotional Contagion Models

This chapter describes my work to empirically evaluate the fidelity of computational models
of emotional contagion, which is a critical step prior to any optimization of resources. Recent
work in contagion simulation has sought to quantify the qualitative findings of social psychol-
ogy into useable models, primarily drawing from two bodies of research on similar phenomena.
Researchers at VU University introduced one of these in [Bosse et al., 2009a] (ASCRIBE) that
used a deterministic, interaction-based model derived directly from a social psychology theory
of emotional contagion [Barsade and Gibson, 1998]. This model is a prototypical example of
the heat dissipation phenomena studied in thermodynamics wherein neighboring substances will
transfer energy to each other at rates unique to each substance (i.e., specific heat) and is discussed
in more detail in Section 8.1. In contrast, Durupinar (2010), presented in Section 8.2, used a
probabilistic threshold model wherein successive interactions with emotionally ‘infected’ people
raises the chance of infection with an emotion. This model is a standard one from the extensive
epidemiology literature that models the spread of diseases [Dodds and Watts, 2005; Kermack and
McKendrick, 1927; Murray, 2002], the research in diffusion of innovations [Rogers, 1962], and

social contagion work [Schelling, 1973].
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Feature ASCRIBE Durupinar
Emotion Level Continuous Binary
Fear Level Impacts Contagion Yes No
Emotional Decay No Yes
Interaction Type Individual Threshold
Interaction Determinism Deterministic | Probabilistic
Proximity Yes No

Table 8.1: Key model differences

As outlined in Table 8.1, there are 6 primary differences between the Durupinar and AS-
CRIBE models. First, the Durupinar model follows in the tradition of epidemiology where it is
nonsensical to discuss a ‘degree’ of infection and uses a binary specification for emotional level,
whereas the ASCRIBE model uses a continuous description. Second, with no degree of emo-
tion, the Durupinar model cannot specify differences in contagion that may result from differing
levels of emotion (e.g., a high-fear agent may cause nearby agents to become more fearful than
a low-fear agent would). Third, the Durupinar model includes a decay factor whereas the AS-
CRIBE model does not. Fourth, the ASCRIBE model uses an individual interaction model where
each agent encountered causes some contagion, whereas the Durupinar model uses a threshold
model in which each encounter causes an increased chance of contagion. Fifth, the ASCRIBE
model uses a deterministic interaction scheme, whereas the Durupinar model uses a probabilistic
one. Finally, the latest ASCRIBE model [Bosse et al., 2011] incorporates proximity’s effect on
contagion, whereas the Durupinar model does not.

Using the ESCAPES evacuation simulation [Tsai et al., 2011b], the original ESCAPES model
is replaced with these two models, showing substantial differences in their predictions, motivat-
ing the need for an accurate model of emotional contagion in this context. In simulation results
presented in Section 8.3, I am already able to identify key differences that indicate epidemiolog-

ical / social contagion models are less suited to modeling emotional contagion. Next, in Section
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8.4, I attempt to reproduce a subset of 35 people from real video footage of a panic situation
using each of the models, showing the ASCRIBE model to indeed be superior to both the Du-
rupinar model and the original ESCAPES model, beating out the Durupinar model by 14% per
agent per frame during the 15s scene. To identify which of the key features causes the differences
in the results, I test hybrid models to conclude that while adding a ‘decay’ feature (as found in
the Durupinar model) to the ASCRIBE model does not improve it, removing proximity effects
and fear’s graduated effect on speed substantially worsen the model. Finally, I perform the same
evaluation on a second video, extracting 10 people, and show the ASCRIBE model to again be
superior, outperforming the Durupinar model by 12% per agent per frame during the four-second

scene.

8.1 ASCRIBE model

Introduced in 2009 by researchers at VU University [Bosse et al., 2009a] and built upon in multi-
ple works including [Bosse et al., 2009b, 2011], the ASCRIBE model iterates through all agents
and deterministically calculates new emotional levels based on a set of individual and pairwise
parameters that I describe here. The mechanism used resembles heat dissipation modeling in
physics, wherein each material has a specific heat capacity, which can be likened to a person’s
susceptibility to other people’s emotions in emotional contagion. As such, the model moves a
crowd towards a weighted-average of the group’s emotional levels, just as heat will dissipate
until adjacent temperatures are the same, barring generative heat sources.

The model defines 5 parameters (shown in Table 8.2) for every pairwise interaction based on

theory put forth in [Barsade and Gibson, 1998]: level of sender’s emotion gg, level of receiver’s
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level of the sender’s emotion qs

level of the receiver’s emotion qr
sender’s emotion expression €S
openness for received emotion OR

strength of the channel from sender to receiver | asp

Table 8.2: Aspects related to a sender S, receiver R, or both

emotion gg, sender’s expressiveness eg, receiver’s openness é g, and the channel strength between
S and R agg. All values are numbers in the interval [0,1]. At each time step, each agent
calculates the average emotional transfer from all relevant agents. Specifically, the differential

equations for emotional contagion in a group G of agents is:

dqr/dt = yr(qR — qr)

for all R € G, where g is the overall strength at which emotions from all other group
members are received, defined by v = Ygeq\(r} VSR ¢f 18 the weighted combination of

emotions from the other agents, defined with a weight factor:

WSR = €SASR/Xceq\{R}ECOCR
dr = Xseq\{R}WSRYS

Specifically, from a sender S to a receiver R, the strength of the emotion ¢g received would be
Ysr = €s-asr-OR. [Bosse et al., 2009a] details the mathematical formulation, but the emotional
level of an agent converges towards a weighted average of the group’s emotional level. The speed
at which this convergence occurs as well as the weighting depend on the parameter settings for
the channel strength, expressiveness, and openness for each agent as well as, of course, their

individual emotional levels.
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The latest version of the model [Bosse et al., 2011], extends the original emotional contagion
model and includes beliefs and intentions and belief/intention contagion as well. However, as
my goal is to empirically evaluate emotional contagion models and the latest work extends far
beyond simply emotional contagion, I leave its validation to future work. Thus, I do not use the
extended model but instead modify the initial model by incorporating a proximity effect as done

in [Bosse et al., 2011].

8.2 Durupinar Model

Durupinar [Durupinar, 2010] uses a probabilistic threshold model based on epidemiological mod-
els of disease contagion. While many types of epidemiological models exist [Dodds and Watts,
2005; Kermack and McKendrick, 1927; Murray, 2002; Schelling, 1973], Durupinar opts for a
baseline model from [Dodds and Watts, 2005]. In this model, individuals can be in either suscep-
tible or infected states. Other models incorporate additional states such as inoculated, recovered,
etc. which could be incorporated in extensions to Durupinar’s basic model, but have not been
explored in the context of emotional contagion. The epidemiological model’s applicability to
emotional contagion was not discussed in [Dodds and Watts, 2005], from which Durupinar drew,
but its use by Durupinar assumes similarity between disease spread and emotion spread that we
criticize in this work.

Each agent begins with a randomized threshold drawn from a pre-determined log-normal
distribution. At each time step, 7', for each agent, a random agent is chosen from the relevant
population group. If the agent is infected, it generates a random dose, d;, with size drawn from

a pre-determined log-normal distribution and passes it to the original agent. If the agent is not
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infected, then a dose of 0.0 is generated. Each agent maintains a running history of the last K
doses received. If the cumulative total of all doses in the agent’s history exceeds his threshold, the
agent enters the infected state (Equation (1)). This causes the emotion level to be set to 1.0 with
an exponential decay towards 0.0 at a rate S (Equation (4)), at which point the agent re-enters
the susceptible state. A non-zero emotion level indicates that the agent has the emotion, but the
actual value does not hold meaning other than to track the decay. The random dose and threshold
are generated from log-normal distributions (Equations (2),(3)) with user-specified averages and

standard deviations and K is a static global variable.

t
Di(t) = > () (8.1)
t'=t—K+1
dj = log-N(ua;,03,) (8.2)
T; = log-N(ur;,0%,) (8.3)
et = e—1—PB-eq (8.4)

Durupinar also provides a psychological basis for setting the dose and threshold distribution
values by incorporating findings from Jolliffe and Farrington (2006) on the correlation between
the basic empathy scale and the OCEAN personality factors. A much richer emotional model is
also described, but for the purposes of this study, we only use the emotional contagion model. The
particular model introduced here is but one example from the range of similar contagion models
[Kermack and McKendrick, 1927; Murray, 2002; Schelling, 1973], but they all share a binary,
probabilistic treatment of effect. While it may seem trivial to interpret the decaying emotional
indicator as a continuous variable, this alteration proves unhelpful in our experiments. As we

show in the following sections, this fundamental difference between the heat dissipation-style
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Figure 8.1: Evacuation scenario.

models (such as the ASCRIBE model) and epidemiological models leads to inaccuracies in the

Durupinar’s modeling of emotional contagion.

8.3 Simulation Experiments

Although they are similar from a computational performance perspective, the ASCRIBE model
and the Durupinar model use very different mechanisms to recreate emotional contagion. Thus,
I evaluate the impact of these differences in two ways, beginning first with simulation. I ran
the evacuation simulation, ESCAPES, using each model to perform sensitivity analysis as well
as identify any qualitative trends that might support or discredit either one of the models. We
can also evaluate the model’s robustness to errors in parameter estimation, which is extremely
important in emotional and crowd modeling which usually lack high fidelity, fine-grain data.

For all the experiments discussed in this section, the same map was used (spatial layout can be
seen in Figure 8.1) and 30 trials were run for each setting. It features 2 large spaces that represent

airport boarding areas, each with an exit (marked with dots), connected by hallways which are
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lined with smaller spaces that represent shops. 15 seconds into the simulation, an event occurs
at the center of the scenario (marked by the triangle), inciting fear and a need to evacuate that
is communicated by authority figures to pedestrians. For initial fear levels, we define a ‘seeing
distance’, o4. Agents within this distance of an event will immediately have a fear level of 0.75 in
the ASCRIBE model and 1.0 in the Durupinar model, since the Durupinar model does not feature
a continuous measure of fear. I also define a ‘hearing distance’, wg, within which the agent will
receive 0.1 in the ASCRIBE model and 1.0 in the Durupinar model. The scenario features 100
normal pedestrians, including 10 families of 4 each, as well as 10 authority figures that patrol the
scenario. In Sections 8.3.1 and 8.3.2 we evaluate model robustness and then identify qualitative

differences in Section 8.3.3.

8.3.1 ASCRIBE model

In examining the contagion effect, the parameters of interest in the ASCRIBE model were the
individual expressiveness settings and individual openness settings. The channel strength is set
to 1 if an agent is nearby and O otherwise, as done in [Bosse et al., 2011]. Given that there was
a whole population of agents, I elected to use randomly drawn values for expressiveness and
openness based on a normal distribution. It may be useful to relax this assumption of a normal
distribution in future work, perhaps when more quantitative analysis of human contagion pa-
rameters becomes available. I explored variations of the averages and standard deviations (SD)
used, but surprisingly, none yielded qualitative changes in the trends observed in the simulation
from both a contagion perspective (i.e., how the fear spread) and a safety analysis. The only

exceptions were, unsurprisingly, when the receiver openness or sender expressiveness parameters
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varied tightly around a very low mean, often leaving many agents with 0.0 openness or expres-
siveness. Very low receiver openness values created perpetual high-fear sources that constantly
raised the fear levels of surrounding agents without ever dissipating their own fear. At very low
sender expressiveness values, the majority of agents remain at their initial fear level. Both cases
result in vastly different trends from the mean convergence behavior seen in the other settings.

To illustrate the contagion effect of variations in the parameter settings, Figure 8.2a plots the
percentage of people with low fear (< 0.1) on the y-axis and the time step on the z-axis, while
Figure 8.2b shows the same results for high-fear people. In both figures, openness varied from
0.1 to 0.9 in increments of 0.2 while keeping a SD of 0.1 and sender expressiveness was fixed
with an average of 0.5 with a SD of 0.1. In Figure 8.2a, when an event first occurs, those near
it become fearful and slowly raise nearby peoples’ fear as they move towards exits, causing a
steady decline in the percentage of people with fear less than 0.1 that only rises again as fearful
agents make their way out of the simulation. Note how the dotted line (0.1) dips much lower than
the other lines, showing the exception mentioned above. In Figure 8.2b, a few agents near the
event have their fear raised very high, but as they encounter zero-fear agents, their fear levels are
brought down below .75 and never again rise higher since no new events occur. The tightness of
the lines implies that the trend is robust to variations in the average receiver openness except at
very low settings. Similar tightness of lines was observed in variations of sender expressiveness,
with the same exception.

Figure 8.3 focuses only on variations of openness to illustrate the trends observed in evacu-
ation safety. Figure 8.3a plots the percentage of people that have not escaped on the y-axis and
time steps on the x-axis, whereas Figure 8.3b shows the average number of agent-agent colli-

sions accumulated by each person remaining in the simulation on the y-axis and time steps again
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Figure 8.2: ASCRIBE model: Variations of Openness on contagion

on the z-axis. Since the simulator does not explicitly handle agents colliding, we define ‘col-
lisions’ as anytime two agents touch each other. Figure 8.3a shows all parameter settings for
openness leading to almost identical escape times for people during the simulation. Figure 8.3b
shows extremely similar collision counts for people across the parameter space as well. Thus,
when measuring the second-order metrics of pedestrian escape times and number of collisions,
the model remains robust to parameter variations of the type tested. Variations of the other pa-
rameters’ averages and standard deviations all resulted in the same extremely tightly clustered

lines as seen in Figures 8.2 and 8.3 (with the previously noted exception).

8.3.2 Durupinar Model

Sensitivity analysis of the Durupinar model is considerably more delicate than the ASCRIBE
model, because although there are only 5 key parameters for the whole population (as compared
to 2 per individual plus 1 for each pair for the ASCRIBE model) and even a small change in a
single parameter can result in qualitatively different trends as we will show. Thus, I begin with
experimentally chosen default values and vary each parameter to identify key sensitivities. In
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Figure 8.3: ASCRIBE model: Variations of openness on safety

particular, I begin with a baseline of K of 4, dose average of 2, dose standard deviation of 0.5,
threshold average of 7, and threshold standard deviation of 2.

Figure 8.4a shows the percentage of no-fear pedestrians (= 0) on the y-axis and time steps on
the z-axis, with each line representing a different setting of K. Figure 8.4b shows the percentage
of newly fearful pedestrians (defined as > 0.75) during the same variations of K. Unsurpris-
ingly, altering any one of the parameters’ averages or standard deviations individually alters the
magnitude of the contagion effect, but not the overall trends. The exceptions are at values far
from the baseline. For example, at extremely low values for K or dose distribution average and
at extremely high values for threshold distribution average, when very few agents become fearful
at all, as seen in the dotted K = 2 line in Figure 8.4a. This implies that the model remains ro-
bust to parameter changes with respect to the contagion trends that emerge as long as parameter
values are chosen within a tolerance of the baseline. Similar results were found for variations of

threshold and dose strength averages and standard deviations.
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Figure 8.4: Durupinar model: Variations of K on contagion

I again explored the second-order impacts of parameter variations on the safety of the evac-
uation by measuring the evacuation rates and average number of collisions of pedestrians in the
simulation. Figure 8.5a shows the percentage of people that have not yet evacuated on the y-axis
and the time steps on the x-axis, while Figure 8.5b shows the average number of agent-agent
collisions accumulated for each person remaining in the simulation on the y-axis and the time
steps on the z-axis. As in the ASCRIBE results shown previously, both of these graphs show ex-
tremely similar results across the parameter space tested. Variations of other parameters showed

very similar results.

8.3.3 Key Differences

In Sections 8.3.1 and 8.3.2 I have shown the ASCRIBE model to be robust to parameter variations
(except at the extreme of zero) and the Durupinar model to be robust if we stay within a tolerance
of a baseline. In conducting these simulation tests and taking a closer look at the contagion effect,
I already find that a number of key differences can be identified between the two models. One dif-
ference can be seen by comparing Figures 8.2b and 8.4b, where the spikes occurring throughout
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Figure 8.5: Durupinar model: Variations of K on safety

the graph indicate that Durupinar model produces newly fearful agents throughout the life of the
simulation, regardless of the nature of the event, and the ASCRIBE model only exhibits a spike
due to the impact of the event. Under the Durupinar model, fear can be transferred indefinitely
under certain parameter settings. In the ASCRIBE model, encounters with agents who are less
fearful will slowly erode the average fear level, eventually reaching zero after sufficiently many
agents have been encountered.

Also, combining the binary fear metric with a speed modifier, as done in ESCAPES, results in
only extremes of movement speeds. While one could argue that this is a result of the simulation,
the model itself cannot incorporate any gradation of effect. For example, even if we directly
map the fear level (as it decays) to the speed modifier, an agent that is near zero-fear (and is
hence traveling slowly) can infect another agent who will then dart off at maximal speed since
he begins at maximal fear, as evidenced by the spikes in Figure 8.4b. This may occur as a

result of physiological or informational changes, but no evidence suggests this would occur from
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emotional contagion alone. A more fundamental alteration is needed to change this aspect of
epidemiological / social contagion models for convincing application to emotional contagion.
Finally, as mentioned, the Durupinar model does not include a proximity of effect, whereas
the ASCRIBE model does. This obviously means that the Durupinar model could potentially
cause contagion of emotions to agents randomly throughout the world of the simulation, a very
unrealistic effect, as emotional contagion requires some form of interaction by definition. As seen
in a comparison between Figures 8.2a and 8.4a, the Durupinar model induces more fearful agents
far more rapidly than the ASCRIBE model does because its contagion calculation incorporates

the entire population immediately.

8.4 Scene Reproduction

Now I discuss the validation method used to evaluate the models of emotional contagion, first
used in [Bosse et al., 2011]. In their work, VU University researchers used a 15-second portion of
a crowd panic scene in Amsterdam caused by a screaming person! as their dataset for validating
their general mental state contagion model. In processing the data, the researchers traced the
locations of 35 people scattered through the crowd through the 15 seconds, converted these into
top-down coordinates and built a simulator to reproduce the paths of the people in simulation
(for more detail on the spatial parametrization, please refer to [Bosse et al., 2011]). The 35
people chosen can be interpreted as point estimations of the speed and trajectory of subsets of
the crowd throughout the scene. Thus, accurately predicting the movement of these individuals

would translate into accurate prediction of the overall movement of the crowd. Furthermore,

"http://youtu.be/0cEQp80OQI2Y
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since realistic agent collisions remains an open research question, using every individual in the
crowd would present novel challenges beyond the scope of this work.

The operating hypothesis was that a simulator without their mental state contagion model
would not be able to reproduce the scene as accurately as a simulator with it. To test this hy-
pothesis, the researchers tuned parameters associated with each agent’s maximum speed, a global
parameter specifying a ‘sight range’ within which agents could ‘see’ the event, and an initial de-
sire to remain in place. The tuning was done via hill-climbing to minimize the error produced by
the simulator, testing each parameter and moving a single parameter at a time in the direction of
highest error reduction until a local optimum was reached. Error was defined as the sum of the
average distances from each simulated agent to the corresponding real people’s locations over the
life of the simulation. Errors are reported in pixel-distances, measured in the converted top-down
coordinate system. Real-world distance equivalents are discussed at the end of each section.
Finally, VU University researchers incorporated the mental state contagion model, tuning a pa-
rameter associated with the proximity of contagion and showed that lower error was achieved
with this addition.

I extend the approach of the VU University researchers by importing the 35 agent traces into
the ESCAPES simulator and setting 3 exit locations towards which agents proceed when the
simulation starts. The locations were chosen to roughly mimic the real situation, leading to most
agents moving in the same direction as the people did. Some agents did not move precisely in the
simulated direction as a result of obstructions that I did not model and a person very close to the
screaming person that barely moved. The primary task was to match the crowd’s location over

time, first without contagion effects and then with each contagion model in turn. Since people’s
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directions did not vary based on the emotion, the contagion model could only impact the speed
of each agent.

The speed of an agent, without incorporating contagion effects, is based on the emotional
level multiplied by the maximum speed multiplied by a distance-based modifier. The distance-
based modifier is o if the agent is within sight range and wy if the agent is only within hearing
distance. I include these tunable speed modifiers so that the simulation is robust to the choice of
initial fear levels, which is particularly helpful given the lack of data surrounding how to set the
initial fear levels.

As an example of the speed calculation, under the ASCRIBE model, if an event occurred
within hearing distance but not seeing distance of an agent, and the hear-range speed modifier was
0.2, the agent’s speed would be (0.1)(0.2)(Smaz), Where Syqz is the maximum speed allowed
in the simulation. Under the Durupinar model, the 0.1 would be replaced with a 1.0. o4, wq,
0s, and wg are global parameters applied to all agents that I tune experimentally via the same
methodology as used in [Bosse et al., 2011], where my measure of error is the sum of simulation-
space coordinate distance between the simulated agents and the actual agents.

For each contagion model, I use the default settings discussed in Section 8.3, with the ex-
ception of the ASCRIBE model’s channel strength, which I set to 1.0 or 0.0 depending on the
proximity of other agents, as was done in [Bosse et al., 2011]. In the ASCRIBE model, we follow
[Bosse et al., 2011] and fix Receiver Openness and Sender Expressiveness each to 0.5 for every
agent, but allow the proximity parameter to be tuned. In the Durupinar model, I set the dose
history to 6, the mean and standard deviation of the dose strength distribution to 2 and 0.5, and
the mean and standard deviation of the threshold distribution to 7 and 2. The ESCAPES conta-

gion model, used as a baseline for comparison, only requires tuning of the proximity parameter
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as it simply brings all agents to the highest level of fear found in surrounding agents. In an at-
tempt to not only identify which model is more appropriate but also to discern key features from
unsupported augmentations, I used each model as given, then turned on/off implementations of
‘decay’, emotional level impacting speed, and proximity effects. For each parameter setting, 30

trials were run.

8.4.1 Amsterdam Crowd

I first use the Amsterdam crowd scene featured in [Bosse et al., 2011]. In their results, VU
University researchers found that the inclusion of contagion effects achieved significantly less
error in reproducing the movement of a selection of 35 agents from the crowd scene. Upon
closer inspection, the data revealed that the subset of agents within a particular radius surrounding
the event caused the majority of every model’s error. Specifically, approximately 80% of the
error in each of the models’ results can be attributed to the 13 agents nearest the explosion.
The distinction between ‘near’ and ‘far’ agents is an empirical categorization based on the error
attribution mentioned.

I show the error breakdown in Figure 8.6. Three categories of error are shown: faraway
agents, the agent closest to the yelling, and the other nearest agents excluding the closest agent.
The agent closest to the yelling barely moved in the video, which is a situation that the cognitive
model of ESCAPES does not naturally simulate. Hence, all models produce large errors quite
unrelated to the underlying emotional contagion model. The faraway agents, by contrast, move
extremely little, making it easy to fit any model to them by simply forcing those agents to remain

completely still. Thus, the largest portion of the error, that caused by the agents near the event
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(a) Base models (b) ESCAPES variations

Model Overall | Near Model Overall | Near
None 0.375 | 0.699 Base 0.375 | 0.698
ESCAPES | 0.375 | 0.698 Decay 0.379 | 0.703

ASCRIBE | 0.362 | 0.663 No Speed | 0.381 | 0.721
Durupinar | 0.383 | 0.758 No Prox 0.385 | 0.721

(c) ASCRIBE variations (d) Durupinar variations
Variation | Overall | Near Model Overall | Near
Base 0.362 | 0.663 Base 0.383 | 0.758
Decay 0.363 | 0.687 No Decay | 0.387 | 0.771
No Speed | 0.387 | 0.767 Speed 0.388 | 0.784
No Prox 0.414 | 0.797 Prox 0.380 | 0.754

Table 8.3: Amsterdam crowd: Average error (in pixels) per agent per frame

(except the closest agent) also provides the most potential for the emotional contagion models to

differ.

Nl B B B

80% —
60% .
40% —
20%

~ 1 H N

None  ESCAPES vuU Durupinar
B Far Agents ™ Near Agents M NearestAgent

Figure 8.6: Amsterdam crowd (35 agents): Error attribution

The results from the different variations of each model is listed in Table 8.3. Table 8.3a
shows the results for the base models as defined previously, illustrating OVERALL error (for
all 35 agents) as well as the error associated with the most substantial group of agents, the 12
NEAR the event, excepting the closest agent. Table 8.3b shows the variations associated with
the original ESCAPES formulation. The second line of the table indicates that a ‘decay’ feature
was added to the base model. The third line indicates that I turned on/off the effect that different
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levels of fear have on speed. When off, this means that any level of fear causes agents to travel at
maximum speed. When on, the speed of travel is proportional to the fear level. Finally, the fourth
row represents whether the contagion effect was moderated with a tuned proximity effect. Tables
8.3c and 8.3d show the analogous set of variations for the ASCRIBE and Durupinar models.

No results from the ESCAPES contagion formulation were statistically significantly better
than the No Contagion case. This, as well as all remaining statistical tests in this work, was
measured with a one-tailed ¢-test. This indicates that the ESCAPES contagion model does not add
anything in the context of this dataset. In sharp contrast, all results for ASCRIBE and Durupinar
were statistically significantly different from the No Contagion case, although in the case of
Durupinar, they were significantly worse (p < 0.001). As found in [Bosse et al., 2011], the
ASCRIBE model’s formulation provided substantial improvements in the simulation’s ability to
reproduce this scene (14% superior to Durupinar for NEAR agents in the Base cases for the 15s
clip).

For ESCAPES, no feature change offered statistically significantly different results from the
base case, implying that in this formulation, for this data set, adding ‘decay’ did not help and
the presence of ‘speed’ and ‘proximity’ features did not add value to the model either. In the
ASCRIBE model, adding ‘decay’, removing ‘speed’, and removing ‘proximity’ all had statisti-
cally significantly negative impacts on the results (p < 0.001). This implies that the ‘speed’ and
‘proximity’ features were crucial to generating the positive result in the Base case and adding
‘decay’ does not improve it. Finally, removing ‘decay’ produced significantly worse results in
the Durupinar model, and the other two variations did not produce statistically different results.

These results imply that the ASCRIBE model’s contagion mechanism and current formulation

provides the highest fidelity in modeling this dataset versus other variations and models tested. To
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properly frame the magnitude of improvement, consider a crowd being modeled for five minutes.
In real terms, the 14% average difference between ASCRIBE and Durupinar amounts to over two
meters of error over the 12 NEAR agents in a single frame. ‘Small’ errors like this in the first
15s can easily snowball into a completely different crowd structure after five minutes, suggesting

much larger implications to this 14% improvement.

(a) Amsterdam video (b) Greece video

Figure 8.7: Amsterdam and Greece video screenshots

8.4.2 Greece Crowd

Since one dataset could be particularly well-suited to the ASCRIBE model, I elected to perform
the same process on a second video from protests in Greece in 2010, where officers fired tear
gas into the middle of a small crowd. The clip used was from 0:16 to 0:20, from which 24 frames
were extracted for analysis. 10 figures throughout the crowd were traced for the duration of the
clip. Conversion of the pixel coordinates into top-down coordinates was done by first estimating

true axes in the top-down view by tracing the sidewalk and steps that were perpendicular to the

2http ://www.youtube.com/watch?v=NsoDwM_KKfo, posted May 5, 2010
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(a) Base models (b) ESCAPES (c) ASCRIBE (d) Durupinar

Model Error Model Error Variation | Error Model Error
None 1.635 Base 1.478 Base 1.478 Base 1.656
ESCAPES | 1.478 Decay 1.474 Decay 1.466 No Decay | 1.653
ASCRIBE | 1.478 No Speed | 1.567 No Speed | 1.653 Speed 1.669
Durupinar | 1.656 No Prox | 1.658 No Prox | 1.660 Prox 1.654

Table 8.4: Greece crowd (10 agents): Average error (in pixels) per agent during the simulation

sidewalk. Then, the distance to each of the axes was calculated (where ‘distance’ is measured
from the point to the axis, parallel to the other axis) and used as the new coordinates.

Even in such a short video clip with such a small crowd that we are able to match extremely
well, the emotional contagion models still showed significant differences. Surprisingly, the origi-
nal ESCAPES model performs extremely well, matching the ASCRIBE model’s accuracy. How-
ever, as before, we see the Durupinar model again performing substantially worse than all other
models, implying some generality of the previous result. In fact, this scene is an even stronger
testament than the previous one, as the ASCRIBE model performs 12% better than Durupinar
in the Base case per agent per frame during only a four-second clip as opposed to the 15s Am-
sterdam clip. For both the original ESCAPES model and the ASCRIBE model, removing fear’s
impact on speed and the proximity effect statistically significantly worsen’s the model’s accuracy
(p < 0.001). Surprisingly, the ASCRIBE model benefits from the addition of a decay component

(p < 0.001), implying that a decay effect may be context-dependent.
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Chapter 9: Emotional Contagion with Virtual Characters

This chapter is the final one that outlines my contributions to contagion studies and describes a
series of experiments conducted to examine the contagion effect of virtual character emotions
with human users. As the use of simulation for personnel training becomes more prevalent,
contagion in these tools must be understood to properly recreate the real-world scenarios these
people are being trained for. Only then can people who train on these simulations be effectively
deployed by the game-theoretic techniques I previously discussed.

The vast majority of emotional contagion research has come from the social sciences and
examines the spread of emotions from humans to other humans. Emotional contagion’s impact in
virtual agents’ interactions with humans is a largely untouched area of research. The effects are
assumed to either be nonexistent and therefore overlooked entirely or to mimic human-human
emotional influences. However, these assumptions are not supported by my experiments. As
virtual agents enter high-risk and emotionally delicate applications such as virtual psychother-
apy [Riva, 2005; Rizzo et al., 2005; Rothbaum et al., 2001], for example, researchers must be
cognizant of all potential emotional influences characters can have on users.

This work serves as a first study to find experimental support for the aforementioned results

in agent-human emotional contagion. Pursuant of this goal, three sets of studies are conducted.
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The first study examines the pure contagion case by simply showing subjects a still image of a
virtual character with either a happy expression or a neutral expression and then assessing the
subject’s self-reported happiness thereafter. The use of a still image as a manipulation follows
from previous studies in emotional contagion [Small and Verrochi, 2009; Wild et al., 2001]. The
second study adds the presentation of a game-theoretic situation known as a Stag Hunt along
with the character image to assess both the contagion and the behavioral impact of the virtual
character in a strategic setting. While studies have shown that emotional contagion can impact
one’s propensity to trust and enhance perceived cooperation among other findings [Barsade, 2002;
Dunn and Schweitzer, 2005], there has been far less work showing behavioral impacts in strategic
situations. Thus, I also attempt to examine whether behavioral impacts arise in strategic situations
to better understand its potential impacts in real-world agent applications. Finally, the third study
examines the post-hoc hypothesis that the presentation of a decision to the user dampens the
emotional contagion effect. Specifically, I present the same strategic situation as in the second
study, but with the decision already made for the subject.

In this work, I provide the first experimental results supporting the existence of emotional
contagion between virtual agents and humans. Results show a very large increase in self-reported
happiness from only adding a smile to an otherwise identical still image of a virtual character. In
the second study, when the character is placed in the context of a strategic decision, both subject
behavior and subject self-reports of happiness are only impacted significantly by one character.
The last study, which removes the user’s decision from the previous experiment, finds that the
character’s expression’s affect on emotion returns significantly, implying that a strategic decision

posed to users will dampen the emotional contagion effect beyond only reading about a situation.
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These results serve as a preliminary study to alert agent researchers to the impacts that virtual

character emotions may have on human users.

9.1 Pure Contagion Study

In this study, I test the existence of and factors contributing to emotional contagion between
an image of a virtual character’s facial expression and a human subject. The experiment setup
involved a still image of a character, a self-report of emotion, and a character assessment. Par-
ticipants were randomly assigned to see one of the images shown in Figure 9.1, and participants
were informed that they would be questioned about the character later. Thus, the study was a 4
(characters) x 2 (expressions) between-subjects design. Ellie is part of the SimCoach! project,
while Utah is part of the Gunslinger? project. Dia was taken from screenshots from Final Fantasy
XIII.? Finally, Roy was taken from screenshots of the game L.A. Noire.* In the self-report of
emotion, I asked subjects how strongly they felt each of 8 emotions on a 0-8 Likert scale: angry,
joyful, upset, sad, happy, gloomy, irritated, and calm. Only the measure of Happy was used as the
other emotions were only included for compliance checking. Specifically, participants that rated
both Angry and Joyful higher than 5 and participants that rated Happy and Joyful more than 3
points apart were considered not in compliance.

Finally, a 15-question survey was administered to gauge subjects’ perception of the characters
shown. Attributes were drawn primarily from the BSRI [Bem, 1974] and included: Aggressive,

Affectionate, Friendly, Attractive, Self-Reliant, Warm, Helpful, Understanding, Athletic, Gentle,

"http://ict.usc.edu/projects/simcoach
2http://ict.usc.edu/projects/gunslinger/
*www.finalfantasyxiii.com
*www.rockstargames.com/lanoire/
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and Likable. Every question was asked on a 0-8 Likert scale. Compliance tests included duplicat-
ing the Attractiveness question and ensuring both occurrences were within 2 points of each other,
an Unattractiveness question which could not exceed 5 if Attractiveness exceeded 5, and finally
a question that simply asked participants to ‘Pick number eight’. Participants were also asked to

rate how happy the character seemed.

"

Neutral Utah Neutral Roy Neutral Dia Neutral Ellie

Happy Utah Happy Roy Happy Dia Happy Ellie

Figure 9.1: Characters used, neutral and happy expressions (color)

A total of 415 participants that responded to the experiment, conducted on Amazon Mechan-
ical Turk, passed the compliance tests. Participants were required to be over 18 years of age
and were compensated $0.25. The gender distribution was approximately one-third female and

two-thirds male, and approximately two-thirds of respondents indicated their ethnicity as Indian.
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Condition | Mean | SD | n p

Neutral 396 | 2.54 | 57
Vah | appy | 5.60 | 2,12 | 52 | <0001

Neutral 4.00 | 2.45 | 45
ROy I tappy | 575 | 1.86 | 55 | < 0-0V1

. Neutral 4.04 | 2.26 | 46
Dia 1 pappy | 5.96 | 2.19 | 47 | <0001

. Neutral 449 | 2.37 | 66
Ellie | ooy | 527 | 210 | a7 | <0001

Table 9.1: Happiness statistics for Pure Contagion Study

9.1.1 Results

I examined whether the facial emotion expressed affected subjects’ self-report of emotion. For
each of the characters used, participants rated the image used in the Happy condition as sig-
nificantly happier than the image used in the Neutral condition (p < 0.001 for all characters).
Based on previous findings in human-human contagion [Wild et al., 2001], participants should
report greater happiness in the Happy condition compared to the Neutral condition. Table 9.1
shows the means, standard deviations, sample size, and p-values for each experiment. As can
be seen, greater happiness was reported in the Happy condition for every character and one-way
ANOVA tests revealed significance in every case. This supports our primary hypothesis that an
image of a virtual character will cause emotional contagion with a human viewer, since the dis-
play of happiness resulted in reports of higher happiness in subjects as compared to the neutral
display. Analysis was also conducted to examine a number of additional hypotheses that have
been observed in human-human contagion, but none yielded consistent, statistically significant
results. These included differences in contagion strength depending on subject gender, ethnicity,

perceived character happiness, and perceived character attractiveness.
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9.2 Strategic Situation Study

Having found preliminary experimental support for the existence of agent-human emotional con-
tagion, I extend the research to include a strategic interaction. Studies into the effects of emo-
tional contagion have primarily been in mimicry, self-reports of emotion, and other non-decision-
based effects such as changes in trust inventory responses and judge ratings of ‘cooperativeness’
[Barsade, 2002; Dunn and Schweitzer, 2005]. While there has been some work in behavioral
changes due to emotional contagion, such as its impact on donation amounts [Small and Ver-
rochi, 2009], my work is the first to consider impacts in a strategic context. The experimental
setup involved a still image of a character along with the presentation of a strategic situation for
which a decision must be made, followed finally by a self-report of emotion.

I used a cooperation situation based on the standard game-theoretic Stag Hunt situation. The
actual story used in this experiment casts the Stag Hunt scenario in a less outlandish context
in which the subject and a coworker he/she has never met are tasked with decorating specific
rooms in the office and can either choose to work separately (taking more time) or work together
through both of their assigned rooms (taking less time). The amount of time it would take to
perform the decoration task was not explicitly stated. The coworker in question was the character
whose image is presented with the situation. Subjects were asked how likely they were to help
the character with the task on a 0-8 Likert scale. A total of 572 participants responded to the
experiment, which was again conducted via Amazon Mechanical Turk, passed the compliance

tests.
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9.2.1 Results

In light of the very strong effect found in the Pure Contagion Study and research indicating
that the emotional contagion of happiness leads to more trust [Dunn and Schweitzer, 2005], we
expect to see increased happiness in Happy conditions lead to increased likelihood of cooperation.
Indeed, we do see a tight link between likelihood of cooperation and participant happiness as
shown in Figure 9.2. The z-axis plots the happiness rating, and the y-axis indicates the average
likelihood of cooperation for all respondents with the given happiness rating across all conditions.
As the regression’s very high R-squared of 0.852 indicates, the two measures are very tightly

linked.

Likelihood vs Happiness

T y=0147x+4648
R2=10.852

Likelihood
ORPNWMNOON

Happiness

Figure 9.2: Likelihood of cooperation versus happiness

However, only the experiment with Dia yielded a statistically significant change in responses.
This suggests that the change results from a character-specific attribute and not simply an expression-
based mechanism. The lack of effect for the other characters is due partially to the regression’s
low coefficient of 0.147, which implies that huge changes in happiness are required to induce
changes in the likelihood of cooperation. However, the Pure Contagion Study did find very large
changes in happiness that should have been sufficient. A closer look at the emotional influence

of our manipulation reveals the second half of the story.
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(a) Strategic Situation Study

Condition | Mean | SD n p

Neutral | 4.92 | 2.56 | 105
Uah | appy | 5.02 | 248 | 125 | 07638

Neutral 453 | 238 | 36
ROy | Happy | 4.86 | 276 | 49 | 0208

. Neutral | 437 | 2.57 | 41
Dia | appy | 568 | 230 | 38 | 9O

Neutral 524 | 259 | 93

Ellie | ooy | 5.60 | 239 | 85 | 02231

(b) Strategic Decision Study

Condition | Mean | SD | n p

Neutral | 4.04 | 2.67 | 27
Uah | appy | 5.09 | 2.63 | 32 | 13

Neutral 483 | 2.33 | 24
Roy | Happy | 5.66 | 253 | 29 | 02247

. Neutral 5.88 | 2.11 | 48
bia Happy 6.28 | 2.08 | 46 0.3485

. Neutral 476 | 2.33 | 46
Ellie | ooy | 595 | 177 | a1 | 0008

Table 9.2: Self-reported happiness of participants

While the Pure Contagion Study reported astoundingly large effects of a smile in a still image
of a virtual character, the addition of a strategic situation and decision may have altered the
contagion effect. Thus, I examine them in this experiment again. We summarize the overall
results for each character in Table 9.2a. As before, we expect subjects in the Happy condition
to report higher happiness than subjects in the Neutral condition across all characters. This was
indeed the case, however, the effect sizes are much smaller than in the Pure Contagion Study
and, in fact, statistical significance was found only in the experiment using Dia, indicating that
something character-specific is allowing her to retain more of her emotional impact while all
other characters experienced a much greater dampening of emotional impact. In exploring the

attributes surveyed in this work, no candidate for a consistent explanatory variable was found.
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These results suggest that the presentation of a strategic situation and a trust-based decision
dampens the emotional contagion effect. This is in line with findings by researchers in social
psychology [Wilson et al., 2000; Small and Verrochi, 2009] that found that deliberative thinking
can dampen emotional influences. However, in light of the tight correlation between the decision
and reported happiness, I hypothesize that the decision itself contributes to the dampening effect

beyond the impact of simply reading about the situation.

9.3 Strategic Decision Study

This study was pursued to disentangle the novel effect of making a strategic decision from the
previously found effect of reading a situation description [Wilson et al., 2000; Small and Ver-
rochi, 2009]. It presents subjects with the same situation as in the Strategic Situation Study but
removes the decision element from it and simply states that the subject will be cooperating with
the character shown to complete the office decoration task. In Table 9.2b, the overall results of
the experiment are shown. As would be expected following findings in social psychology that
even reading additional material can dampen emotional influence [Wilson et al., 2000; Small and
Verrochi, 2009], the effect observed in the Pure Contagion Study has not returned in full force.
However, the average happiness reported by participants shows a much larger differential than
in the Strategic Situation Study, supporting the hypothesis that the decision itself contributed

substantially to the dampening of emotional contagion.
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Chapter 10: Conclusions

Game-theoretic approaches to scheduling randomized patrols have proven highly effective in de-
ployed applications such as ARMOR for the LAX [Pita et al., 2008], IRIS for the FAMS [Tsai
et al., 2009], GUARDS for the TSA [Pita et al., 2011], PROTECT for the Boston Coast Guard
[Shieh et al., 2012], and TRUSTS for the Los Angeles Metro Rail System [Yin et al., 2012]. Ap-
plying game-theoretic techniques to networked competitive contagion scenarios, however, is non-
trivial. Indeed, past work in competitive influence maximization focused only on best-response
problems which were repeatedly shown to be NP-Hard under a variety of settings. Given the
intractability of even the best-response problem, it is unsurprising that researchers have not pur-
sued equilibrium solutions in the past. My work has shown not only the feasibility of equilibrium
calculations in these domains via a double oracle method, but also shown a surprising robustness
to uncertainty across a variety of experimental settings. Extending these game-theoretic tech-
niques to contagion-based situations in social networks opens the door to an entirely new set of
real-world problems for game theory to help address. These include applications in marketing
[Goldenberg et al., 2001; PHELPS et al., 2004; Kiss and Bichler, 2008; Trusov et al., 2009],
public health [Christakis and Fowler, 2007; Fowler and Christakis, 2008], and misinformation

control [Heussner, 2009; Morozov, 2009] among numerous others.
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10.1 Contributions: Game-theoretic Resource Allocation

e Large-scale networked domains without contagion: RANGER is a novel, polynomial-time
algorithm for determining resource allocation in large-scale networked domains without
contagion effects that reasons over marginal distributions and assumes additive capture
probabilities on edges. Combined with the proposed sampling techniques, Radius Sam-
pling and Comb Sampling, it provides a provably efficient solution to path-based problems
in networks such as urban road network security. Although the quality of solutions is not
guaranteed, experiments in synthetic and real-world networks suggests that the techniques
provide high quality solutions in practice. Furthermore, this work has given rise to an in-
dependently active line of research [Jain et al., 2011a; Yang et al., 2012a; Jain et al., 2013]
that can now provide optimal security allocation strategies to urban areas as large as the

city of Mumbai in a matter of hours [Jain et al., 2013].

e Large-scale networked domains with contagion: Combining my studies in large-scale net-
worked domains with my work in contagion phenomena, I provide the first techniques to
calculate equilibrium strategies for networked competitive contagion scenarios via a dou-
ble oracle approach. I prove approximation quality bounds on the double oracle approach
when one of the oracles is approximated and combine this with a greedy approximate or-
acle to produce an approximate algorithm. To further increase scalability, I introduce two
heuristic oracles, LSMI and PAGERANK, that offer much greater efficiency. I provide an
extensive experimental exploration of a variety of combinations of oracles, testing runtime
and quality on random scale-free graphs, a real-world leadership network in Afghanistan,

synthetic leadership networks, and a real-world social network. The performance of the
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PAGERANK oracle suffers minimal loss compared to LSMI in leadership networks that
possess clusters of highly interconnected nodes, but performs far worse in sparsely inter-

connected real-world social networks and scale-free graphs.

e Large-scale networked domains with contagion under uncertainty: Extending my first step
into networked competitive contagion scenarios, I address the common concern of uncer-
tain network structure information in these domains. Modeling the problem as a Bayesian
game, I explore a random sampling technique by only sampling one or two out of 40+ types.
Despite theoretical and empirical intuition suggesting that this should fail spectacularly, I
find random sampling to yield near-optimal solutions across a wide array of experimental
conditions. Experiments were conducted on 3 different synthetic graph models with and
without resource imbalances on both sides, 5 models of uncertainty, weighted/unweighted
counting of nodes, varied edge weight distributions, varied graph sizes, varied degrees of
uncertainty, and varied degrees of sampling. I also conducted experiments on two real-
world social networks using two different models graph construction. In all, I studied
over 200 experimental settings and consistently observed the same result: simple sampling

techniques perform near-optimally.

10.2 Contributions: Contagion studies

e Contagion management in crowds: To better understand the interaction of fear contagion
in crowds and fear-mitigation of authority figures during evacuations, I have built an evac-
uation simulation that models a novel set of features that experts have identified as critical

in airport evacuations, including: (i) emotional contagion; (ii) different agent types; (iii)
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informational interactions; (iv) behavioral interactions. The features result in a breadth of
emergent behaviors that have been observed in the literature, implying increased fidelity of
my simulation as a result of their inclusion. I also show results based on a model of Los
Angeles International Airport’s Tom Bradley International Terminal with concrete recom-

mendations for better managing the contagion of fear that can be produced with ESCAPES.

Empirical validation of computational contagion models: In my work on computational
emotional contagion, I make the first attempt to compare existing models of emotional
contagion and identify key attributes of appropriate models using real data. The ASCRIBE
model produced a 14% improvement per agent per frame over the Durupinar model in a
15s clip and a 12% improvement in only a four-second clip. After attempts to transform
the Durupinar model into one more similar to the ASCRIBE model with little success.
This suggests that the primary cause of the statistically significantly worse performance
found with the epidemiological / social contagion model is in the mechanism of contagion
itself, which is probabilistic and uses a binary representation of the effect. Although the
ASCRIBE model requires setting (N2 + N) parameters to model N agents, even when
we do away with them by fixing openness/receptiveness and only formulaically varying
channel strength, the model produces superior results, implying that the underlying heat

dissipation-style mechanism is better-suited to the phenomenon.

Emotional contagion with virtual characters: In this work, I provide an examination of
agent-human emotional contagion across a wide variety of character types. There is sup-

port for its existence with a pure contagion study with strong results. In a second study, a
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strategic decision is added that greatly dampens the contagion effect and, with one excep-
tion, did not impact behavior. The final study, which removes the user’s decision from the
previous experiment, finds that the emotional contagion effect returns significantly. This
supports the hypothesis that a strategic decision posed to users will dampen the emotional
contagion effect beyond the dampening effect of reading the situation itself. In addition,
there is evidence of a gender-based difference in susceptibility to cognitive load’s dampen-

ing effect on emotional contagion.

10.3 Future Work

As society becomes more interconnected and data about these connections becomes more readily
available, social networks have take center-stage as the new battleground for businesses, govern-
ments, and individuals to push their competing agendas. Analysis of these networks as well as
techniques for strategic interaction in them will only become more critical in the future. While
my work has introduced the use of game-theoretic resource allocation for networked competitive
contagion scenarios, numerous avenues of future research can readily be envisioned.

Within the existing framework I have introduced, scalability, solution quality, and uncertainty
remain open challenges. My techniques have introduced methods that allow for scaling to net-
works with hundreds or thousands of nodes, but far larger social networks with millions of nodes
remain out of reach. With my algorithms being heuristic in nature, although the general problem
being NP-Hard, the door remains open for specialized techniques that provide superior quality in
particular domains of interest. Finally, although I have shown a surprising robustness to random

uncertainty and headway has been made in understanding the mechanisms by which this occurs

165



under conditions of interest for counterinsurgency, there remain other forms of uncertainty to
explore such as biased or even adversarial uncertainty that may behave very differently.

Beyond the model that I have introduced, other approaches may offer additional insight into
specific types of networked competitive contagion scenarios. For example, in some domains,
the contagious effect occurs slowly enough that information can be gathered about its current
progress and intervention can occur during the spreading process. This would be more appro-
priately modeled as a multi-stage game in which players can choose when to act as well as what
action to take. As computational techniques become more sophisticated, refining the models to
capture the intricacies of real-world scenarios more accurately will become possible. Constantly
improving these models will then drive the need for more scalable, robust algorithms. In an area
as complex, dynamic, and pervasive as networked competitive contagion scenarios, this cycle

will undoubtedly be a lifelong pursuit for many researchers in the future.
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Appendix A: Complexity of Attacker’s Best-Response
in Path-based Network Security

In Chapter 4, the use of marginals in determining the defender’s strategy was partially justified
by the computational difficulty of calculating the attacker’s best-response. Here we prove the
NP-Hardness of the best-response problem via reduction from GRAPH 3-COLORING.

Theorem 5. Given a defender strategy, computing the attacker’s best response is NP-hard.

Figure A.1: Graph output of the reduction.

Proof. We will show the result for » = 2 checkpoints. Specifically, we prove hardness of the
decision problem ATTACK PATH of whether the attacker can attain at least a payoff of M. The
reduction is from GRAPH 3-COLORING. For any GRAPH 3-COLORING instance G = (V, E)
(with n = |V| and m = |E|), we define an instance of the ATTACK PATH problem. There are
n + 1 nodes U = {uy,...,u,} and 3n edges as shown in Figure A.1. uy is the only source, and
Uy, is the only target, with a value of 1. For each i = 0,...,n — 1, there are three parallel edges
€i1, €2, and e; 3 from u;_; to u;. Designate this graph H = (U, E’).

The defender’s strategy is defined by a probability distribution over pairs of edges; because
the target value is 1, the attacker’s payoff for a ug-u,, path P is the probability that the defender
selects no edge on P. Consider a pair of edges e; s,e;+ € E'. If i = j, or v; and v; are not
connected in G, then the probability of sampling e; ; and e; o together is 0. If there is an edge
between v; and v; in G, then the probability of sampling both edges simultaneously depends on
the indices s, s/, and is:

P('a ) ‘ €1 €2 €3
] 1 1
e]al ? 6m 6in
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1

6m - M = 1. Denoting the degree of v;

This is a valid strategy since Z(e,e’)eﬁ,p(e7 e)=6-
by d(v;), we can compute ¢, , as

d(v;
Tejn = Tejo = Teyz = Ze’p(eivs’el) = ?E;]n)
Therefore, for any path P,
— noodlw) 1 gy 2
DecpTe = i1 g = 3w 2icdi) = 3,

and the attacker payoff is § + >, .cpp(e, €').

The mapping between colorings and attacker paths is straightforward: e; . is in the attacker
path if and only if v; is assigned color c. By the definition of the joint sampling probabilities,
a coloring is valid if and only if the corresponding attacker path has 3, .. pp(e, ') > %. The
reason is that % is attained if and only if each edge pair e, ¢’ € P contributes %, which happens
if and only if each pair e = e; ., ¢’ = e; » with an edge (v;, v;) € E has ¢ # . Therefore, G has
a valid 3-coloring if and only if in the instance we construct, there is an attacker path giving the

attacker a payoff of at least % + % = % O
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Appendix B: Bayesian Game-Theoretic Contagion Blocking in
Networks

B.1 Supplemental Experimental Results

Here I include the complete set of experiments run to test the surprisingly strong performance
of Random Sampling in handling the Bayesian formulation of the contagion blocking game pre-
sented in Chapter 6. The results are organized based on the model of uncertainty that is being
tested. Results include graph type variations, graph size variations, variations in the number of
Bayesian types, variations in the number of types sampled, variations in the number of resources,
variations in community density in BTER graphs (p = 0.5 versus p = 0.9), and variations in the
average contagion probability on edges. The experimental settings default to the same values as
were presented in Chapter 6, restated here for clarity.

All results are an average of 20 game instances and were run on machines with CPLEX 12.2,
2.8 GHz CPU, and 4GB of RAM. Unless otherwise stated, experiments were run on 40-node
graphs (130 to 200 edges), contagion probabilities on edges drawn from a N(0.4,0.2) distri-
bution, node values varying uniformly from 1-10, each player having two seed nodes (|wps| =
|wr| = 2), and payoffs estimated using the LSMI heuristic. Monte Carlo payoff estimations pro-
duced similar results but could not be meaningfully scaled. Since an optimal benchmark is nec-
essary, the best-response oracles iteratively evaluate each available action to determine the best
response, rather than using greedy hill-climbing common in the influence maximization literature.
Unless otherwise stated, Influential Node uncertainty selects 3 nodes and gives each 4 additional
edges. Moreover, only these 12 edges could potentially connect communities, making the cho-
sen nodes not only more connected (average degree, excluding uncertain edges, varies from 3-5
with maximums of 9), but also incident to the more consequential edges. For Inter-Community
Edge Set Uncertainty, each type had 6 randomly chosen intercommunity edges added by default.
For Inter-Community Edge, Inter/Intra-Community Edge, and Random Edge uncertainty I varied
the number of uncertain edges between 1 and 6 (the optimal technique could not scale to more
edges). I focus throughout on the mitigator strategy obtained by drawing a random subset of the
influencer’s types and solving the game assuming no other types exist (referred to as Random
Sampling). A worst-case benchmark is also included for comparison and is dubbed RANDOM
PURE, which represents the performance of a randomly selected pure strategy by the mitigator
against a best-responding influencer. Some graphs include an alternative baseline, Max Prob,
which solves the Bayesian type with the highest probability.
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B.2 Indian Village Network Weighting Scheme

The variable weighting scheme mentioned in Chapter 6 is shown in the list below with the ques-
tion listed and then the weight following it in parentheses. The total weights were then normalized
to define contagion probabilities for each edge. The other weighting scheme tested was to simply
fix all weight values to the same value, implicitly weighing all questions equally. These results
are shown in Figure 2?.

Individuals were asked who they:

e ..borrow money from (0.3)

e ..give advice to (0.1)

e _help with a decision (0.1)

e ..borrow kerosene or rice from (0.1)
e _lend kerosene or rice to (0.1)

e ..lend money to (0.6)

e _.obtain medical advice from (0.1)

e ..engage socially with (0.8)

e ..are related to (0.1)

e _.invite to one’s home (0.4)

e ..visit in another’s home (0.4)
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Figure B.1: BTER graph results for standard Influential Node Uncertainty experiments
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Figure B.2: BTER graph results for Influential Node Uncertainty experiments. Contagion proba-
bility on edges drawn from a N (0.1, 0.2) distribution instead of the standard N/ (0.4,0.2)
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Figure B.3: BTER graph results for Influential Node Uncertainty experiments. Contagion proba-
bility on edges drawn from a N (0.7, 0.2) distribution instead of the standard N/(0.4,0.2)
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Figure B.4: BTER graph results for Influential Node Uncertainty experiments, where new edges
have 1.0 transmission probability instead of being drawn from a distribution.
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Figure B.5: Scale-Free graph results for standard Influential Node Uncertainty experiments
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Figure B.6: Small-World graph results for standard Influential Node Uncertainty experiments
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Figure B.7: Results for standard Inter-Community Edge Set Uncertainty experiments
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Figure B.8: Results for standard Inter-Community Edge Uncertainty experiments, also includes

BTER graph with high community density
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Figure B.9: Results for standard Inter/Intra-Community Edge Uncertainty experiments, also in-
cludes BTER graph with high community density
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Figure B.10: BTER graph results for standard Random Edge Uncertainty experiments, also in-

cludes BTER graph with high community density
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Figure B.11: Scale-Free graph results for standard Random Edge Uncertainty experiments
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Figure B.12: Small-World graph esults for standard Random Edge Uncertainty experiments
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Figure B.13: India Village results with uniform weights
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