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Los Angeles International Airport uses
randomization software to prevent
terrorist attack ‘

The Associated Press Published: September 29, 2007

LOS ANGELES: Security officials at Los Angeles International Airport = E-Mail Article

are using randomization software in an attempt to help prevent terrorist il Listen to Article

attacks. ' _ Y,
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Developed by computer scientists at the University of Southern

California, the program, called ARMOR, is used to make the placement %4 Translate
of security checkpoints random and unpredictable, according to a i Share Article Mo
Friday report in Newsweek magazine. T Text Size = '+ )
4 He
ARMOR, implemented in August on a trial basis, is designed to thwart 1<
terrorist attacks during the early planning stages, as plotters are casing the airport looking for
security weaknesses. Security officials use the program to help patrols break predictable 2. F
behavior patterns. 4
. r
The software was developed out of an idea by Praveen Paruchuri, a former doctoral student at
USC's Viterbi School of Engineering. Using game theory and artificial intelligence, Paruchuri 4. ¢
wrote a set of algorithms to randomize the actions of an "agent," according to his former C
professor, Milind Tambe. The goal was to find a way for the "agent” to react to an adversary who
has perfect information about the agent's actions. 5. 2
"He was able to come up with the fastest algorithm that solves the kind of random problems 6 ¢

given to us by LAX," Tambe said. "And we're able to say, here is the kind of solution you should
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adopt.”

7. N
Today in Americas Seeking to improve security following the Sept. 11, 2001 t
Meeting today’s military demands, terrorist attacks, airport off|C|aI.s were looking for'nev'v o
with an eye on tomorrow's approaches. After a presentation by the USC scientists last :
The My Way politics of Fred April, studerlts spent t.h.e_ summer entering classified data o o
Thompson about the airport's facilities into the program, and ARMOR
Freedom's Watch builds war chest was implemented in August. 10. E

to back conservative agenda in U.S. f
' ARMOR is believed to be the first software program of its kind
used at an airport.

Milind said the program could eventually be expanded to assist airport officials in a number of
different ways but he declined to be specific, citing security concerns. A call to airport officials
was not immediately returned Friday night.
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